1. What distinguishes an information portal from a search engine?

---------------------------------------------------------------------

Correct Answer(s):

 - An information portal will only index Web sites based on manual submissions. 

Explanation:

An information portal differs from a search engine in that an information portal will only index Web sites that are submitted manually. Information portals do not use spider programs to seek out Web sites. Thus, if you do not manually submit your site's address to the information portal, it will never know about or index your site, and never list your site in search results.  

 

2. In a client e-mail application, what does a closed-envelope icon next to an e-mail message header indicate?

---------------------------------------------------------------------

Correct Answer(s):

 - A message that has not yet been opened

Explanation:

Unopened e-mail messages are usually represented by a closed-envelope icon in the e-mail client application. 

 

3. In e-mail applications, where are incoming messages automatically routed by default?

---------------------------------------------------------------------

Correct Answer(s):

 - To the Inbox folder

Explanation:

Incoming e-mail messages are routed to the e-mail application's Inbox folder. When e-mail is sent, any messages stored in the Outbox folder are sent, and a copy of each message is stored in the Sent Items folder. 

 

4. Sensitive data (such as credit card information) should be secured using authentication and encryption when transmitting it over the Internet. Which protocol do most servers use to exchange sensitive data over the Internet? 

---------------------------------------------------------------------

Correct Answer(s):

 - Secure Sockets Layer (SSL)

Explanation:

Most servers use the Secure Sockets Layer (SSL) protocol for secure exchanges. The SSL protocol authenticates using digital certificates and provides for data encryption. Netscape originated SSL, and version 3.0 is the current standard. All major browsers, such as Netscape Navigator, Microsoft Internet Explorer, NCSA Mosaic and Lotus Personal Web Browser, support SSL 3.0.

 

5. Which term best describes a file of programming code that provides a temporary fix to a known bug?

---------------------------------------------------------------------

Correct Answer(s):

 - Patch

Explanation:

A patch is a file of programming code that is inserted into an existing executable program to fix a known problem, or bug. Patches are designed to provide an immediate solution to a particular programming problem and can often be downloaded from the Web site of the software vendor. However, patches are intended to be only temporary solutions until problems can be permanently repaired. An update is a collection of software tools that provide a permanent solution to known program bugs. 

 

6. All IT professionals are faced with ethical and legal issues related to:

---------------------------------------------------------------------

Correct Answer(s):

 - the security of network and individual computer use by employees.

Explanation:

IT professionals are faced with ethical and legal issues related to the security of network and individual computer use by employees. The main function of IT professionals in any organization is to provide network and Internet-related services, and to protect system resources from unauthorized entry, malicious attackers and malware. In addition, the Internet has brought about new challenges to copyright, trademark and licensing law enforcement. Because the Internet spans numerous countries and each government has its own set of rules, new enforcement techniques must be applied. 

 

7. What is the least expensive way to access the Internet?

---------------------------------------------------------------------

Correct Answer(s):

 - With a phone line, an analog modem and an ISP

Explanation:

The least expensive method of obtaining access to the Internet is to use existing standard phone lines and an analog modem, which connects to an ISP that serves your area. 

 

8. Which encryption method provides data integrity because, even though encrypted data is not decrypted, you can verify whether the data was altered after encryption? 

---------------------------------------------------------------------

Correct Answer(s):

 - Hash encryption

Explanation:

Hash encryption provides data integrity because, even though encrypted data is not decrypted, you can verify whether the data was altered after encryption Hash encryption is useful for protecting passwords from disclosure. A malicious third party cannot re-engineer the hash through a hash algorithm to decrypt a password. When a user enters a password to access a secure Web site or intranet, the password is encrypted and compared to the stored hashed password in the Web server. If the values match, then access is permitted. Once the password is hashed, the process cannot be reversed. Thus, hashing is always a one-way operation. Hash encryption is not useful for data confidentiality, because the encrypted data cannot be decrypted. 

 

9. In a relational database, what distinguishes a primary key from other database components?

---------------------------------------------------------------------

Correct Answer(s):

 - The primary key uniquely identifies each record in a database table.

Explanation:

The primary key is a field containing a value that uniquely identifies each record in a database table.

 

10. What does antivirus software do?

---------------------------------------------------------------------

Correct Answer(s):

 - It detects viruses by recognizing patterns called signature profiles, then immediately disinfects your hard drive. 

Explanation:

Antivirus software that is kept current knows the signature of the virus, and works by scanning the infected file or program for the identifying signatures. If the virus is found, your hard drive can often be disinfected immediately so that the virus cannot infect other files or cause more damage. In general, viruses can be detected when they modify parts of your system in order to pass themselves along.  

 

11. Which statement best describes DSL?

---------------------------------------------------------------------

Correct Answer(s):

 - DSL stands for Digital Subscriber Line, a direct Internet connection method that uses digital phone lines and an xDSL modem. 

Explanation:

Digital Subscriber Line (DSL) is a high-speed direct connection that uses digital phone lines and an xDSL modem. Several variations of the DSL modem exist, hence the term xDSL. 

 

12. What is the purpose of an e-mail autoresponder?

---------------------------------------------------------------------

Correct Answer(s):

 - To send an automated response to e-mail messages received while you are out of the office for a planned absence 

Explanation:

Some e-mail programs, such as Microsoft Outlook, include an autoresponder, or automatic reply, feature that allows you to configure and send an automated response to e-mail messages that are received while you are away for a planned absence. Because people expect a fairly immediate response to e-mail messages, it is important to provide notification to those sending you e-mail when you will be out of the office for an extended period of time (such as for a vacation or a business trip). People may get irritated if they send an e-mail message and get no response for a prolonged period without any explanation. 

 

13. When your company's private LAN is protected by a firewall, which of the following is true?

---------------------------------------------------------------------

Correct Answer(s):

 - Users on the LAN can access information from the Internet, but outside users cannot access information stored on the LAN. 

Explanation:

When your company's private LAN is protected by a firewall, no computer on the LAN is actually connected to the Internet, and any requests for information must pass through the firewall. This feature allows users on the LAN to request information from the Internet, but to deny any requests from outside users for information stored on the LAN.  

 

14. What happens to the e-mail messages you receive while the autoresponder feature is enabled?

---------------------------------------------------------------------

Correct Answer(s):

 - The messages are stored in your Inbox as usual.

Explanation:

The autoresponder feature in your e-mail client does not interfere with any e-mail messages you receive while it is enabled; messages are stored in your Inbox as usual. The autoresponder automatically sends a specified reply to anyone who sends e-mail to your address, but it does not return messages to the senders. 

  

15. Which of the following is a drawback of requiring SMTP authentication?

---------------------------------------------------------------------

Correct Answer(s):

 - Chances are increased that a hacker can use a packet sniffer to obtain a valid user name and password. 

Explanation:

One of the drawbacks of requiring Simple Mail transfer Protocol (SMTP) authentication is that the transmission of the user name and password are not encrypted by default, which increases the chances that a hacker could use a packet sniffer (software that monitors network activity) to obtain a valid user name and password. System administrators may require users to authenticate before sending e-mail in an effort to curtail the illicit use of their SMTP servers for sending unsolicited junk mail, or spam. 

 

16. Which protocol do Netscape Navigator and Microsoft Internet Explorer assume when you enter a URL in the Address field? 

---------------------------------------------------------------------

Correct Answer(s):

 - HTTP

Explanation:

Netscape Navigator and Microsoft Internet Explorer both assume that HTTP is the protocol being used because you generally use a browser to access Web pages. You can include the http:// at the beginning when you enter the URL, or you may omit it. If you want to use your browser to access an FTP site, or any site that uses a protocol other than HTTP, you must include the protocol at the beginning of the URL. 

 

17. Computer viruses can cause damage ranging from relatively minor to debilitating. You can protect your system against viruses by using commercial virus-detection software to find and defeat viruses. Because new viruses are created so rapidly, what must you do to ensure that your antivirus software can protect you? 

---------------------------------------------------------------------

Correct Answer(s):

 - Install antivirus software program updates to keep the signature profiles current. 

Explanation:

To ensure that your antivirus software can protect you, install program updates to the software to keep the signature profiles current. Antivirus program updates generally refer to files containing virus signature profiles that have become known since the last program update. Updates are important because even the best antivirus program will not protect you if its signature profiles are outdated. Antivirus software uses signature profiles to recognize patterns that indicate viruses. Because new viruses are created so rapidly, manufacturers update these signature profiles frequently. Most antivirus software will download the latest profiles automatically. 

 

18. Which TCP/IP troubleshooting command should you use to determine whether a client and server are communicating with each other? 

---------------------------------------------------------------------

Correct Answer(s):

 - The ping command

Explanation:

You can use the ping command to ensure connectivity between two systems. The ping utility (Packet Internet Groper) tests connectivity between source and destination systems. To use this utility, type ping ip_address (where ip_address is the IP address of the destination computer) at the command prompt and then press ENTER. If you receive a reply, then a connection exists between your computer and the computer at the IP address you specified. 

 

19. As an IT project manager, one of the resources you can use is the Project Management Body of Knowledge (PMBOK). Which statement best defines the PMBOK? 

---------------------------------------------------------------------

Correct Answer(s):

 - PMBOK identifies nine topic areas, each of which provides a set of principles and techniques to help project managers manage projects. 

Explanation:

The Project Management Body of Knowledge (PMBOK) identifies nine topic areas that define project management. Each topic area provides a set of principles and techniques to help you manage projects, and is explained in a book published by the Project Management Institute (PMI) titled Guide to the Project Management Body of Knowledge. 

 

20. Which term is used to describe an application that installs hidden services on a system, and enables the attacker to monitor and control the operation of the system? 

---------------------------------------------------------------------

Correct Answer(s):

 - Illicit server

Explanation:

An illicit server is an application that installs hidden services on systems. Illicit servers differ from Trojan horses in that they consist of "client" code and "server" code. The client (the malicious third party that is attacking a system) can send the server code as an unsolicited file attachment via e-mail, Internet chat and newsgroup messages to users, hoping that they will open the file and install the application. If the users who receive the server code install the application (intentionally or otherwise) and connect to the Internet, the attacker can use the client code's remote control capabilities to monitor and control the operation of the infected computers. 

 

21. Your IT department enforces the use of 128-bit encryption on all company transmissions. Your department also protects the company encryption keys to ensure secure transmissions. Which choice lists an important reason for encrypting the company's network transmissions? 

---------------------------------------------------------------------

Correct Answer(s):

 - Preventing data from being intercepted by malicious outsiders

Explanation:

Many businesses encrypt network transmissions in order to protect data, prevent data from being intercepted by malicious outsiders, deter hackers, respond to customer or competitor pressure for increased security, comply with government requirements regulating the security of Internet data transmissions. It is imperative that companies protect their encryption keys to ensure secure transmissions. Even if data transmissions do not warrant encryption, network administrators may still need to protect the privacy of e-mail messages, which often contain information of a proprietary or confidential nature that could hurt business if it were intercepted by unintended recipients. Privacy is provided for sensitive business-related communications; however, most companies prefer that employees not use company e-mail for personal purposes. A copyright provides legal protection for your company's original product content. 

 

22. A database can best be described as:

---------------------------------------------------------------------

Correct Answer(s):

 - a collection of data that can be sorted and searched using search algorithms. 

Explanation:

A database is a collection of data that can be sorted and searched using search algorithms. Databases are useful for storing, manipulating, managing and querying large amounts of data. 

  

23. Which choice lists tasks that typically occur during the initiating phase of a project?

---------------------------------------------------------------------

Correct Answer(s):

 - Conducting a needs analysis, and determining project objectives, assumptions and constraints 

Explanation:

The initiating phase of a project consists of the following tasks: conducting a needs analysis; determining project objectives, assumptions and constraints; and developing a Statement Of Work (SOW). The initiating phase sets the foundation for the project. This phase defines the project scope, the project goals and the tasks required to accomplish those goals. 

  

24. Direct connections provide continuous access to the Internet. Many bandwidth options are associated with direct connections. Which technology can transmit data over a network connection at speeds up to 1.544 Mbps?

---------------------------------------------------------------------

Correct Answer(s):

 - T1

Explanation:

T-carriers are T1 and T3 lines, which are dedicated digital telephone lines that have much greater bandwidths than ISDN lines. T1 lines can transmit data at 1.544 Mbps, and T3 lines can transmit data at 44.736 Mbps. Many businesses lease T1 lines from phone companies to connect to Internet Service Providers (ISPs). ISPs use T3 lines to connect to the Internet backbone, which is composed of T3 lines. 

 

25. Secure Shell (SSH) is a protocol that is similar in functionality to Telnet. What distinguishes SSH from Telnet? 

---------------------------------------------------------------------

Correct Answer(s):

 - SSH supports clients from any operating system, and its commands are encrypted and secure. 

Explanation:

Secure Shell (SSH) is similar in functionality to Telnet, and it supports clients from any operating system (e.g., Macintosh, Windows or UNIX). SSH commands are encrypted and secure. Both the client and server are authenticated using public keys, and passwords are encrypted. 

  

26. Two requirements are necessary to upload files to an FTP site. One requirement is gaining access to an FTP client program. What is the other requirement? 

---------------------------------------------------------------------

Correct Answer(s):

 - Permission to upload

Explanation:

Uploading to an FTP site requires an FTP client program, which can be embedded within other applications, such as a Web browser or Web publishing program. It also requires permission, which is usually provided by the FTP server administrator. If an FTP server allowed anonymous users to upload files, the server would be unmanageable and could quickly be depleted of hard drive space. 

  

27. In project management, a project is:

---------------------------------------------------------------------

Correct Answer(s):

 - a sequence of work units that must be accomplished within a defined time frame. 

Explanation:

In project management, a project is a sequence of tasks that must be accomplished within a defined time frame in order to achieve a desired result. A task is a unit of work that must be accomplished during the course of a project. A resource is a person, department or device needed to accomplish a project task. An assignment is made when a resource is given a specific task to perform. 

  

28. Which document lists the planned dates for performing tasks and meeting goals identified in the project plan? 

---------------------------------------------------------------------

Correct Answer(s):

 - Project schedule

Explanation:

A project schedule lists the planned dates for performing tasks and meeting goals identified in the project plan. You must develop a project schedule during the planning phase. To develop a project schedule, you should meet with the entire project team to determine the time and money required to complete each task. You should then outline the required tasks and assign resources to each team member. 

  

29. Of the six elements required to connect to the Internet, which can be supplied in the form of a Web browser, e-mail or news client program? 

---------------------------------------------------------------------

Correct Answer(s):

 - Client software

Explanation:

Six elements are required to connect to the Internet: computer (PC, WebTV, mobile phone, Internet phone or handheld device), operating system (Windows XP Professional, Linux/UNIX, Macintosh, etc.), TCP/IP (protocol software used to communicate with the Internet), client software (Web browser, e-mail or news client program), Internet connection (dial-up or direct connection to an Internet Service Provider [ISP]), and Internet address (Web address, e-mail address or server address). The first three items are generally acquired when you buy a computer. When you arrange to connect your computer to the Internet, you must install client software, implement a connection method, and identify the addresses of servers you can use. 

 

 30. What is the purpose of the History folder?

---------------------------------------------------------------------

Correct Answer(s):

 - It allows you easy access to previously viewed Web pages.

Explanation:

The History folder allows easy access to previously viewed Web pages. It stores the URLs of sites you have accessed within a defined period of time. The History folder is a convenient tool for revisiting Web sites, especially if you cannot remember the exact URL. 

 

31. Which of the following is considered an original Internet top-level domain?

---------------------------------------------------------------------

Correct Answer(s):

 - .net

Explanation:

One of the original top-level domains is .net. The right-side component of a domain name categorizes domains into groups by common type (company, educational institution) or geography (country, state). These categories are called top-level domains. The original top-level domains categorize domains by common type and signify the type of site you are visiting. These original top-level domains are: .com (commercial or company sites), .edu (educational institutions), .org (organizations), .mil ( U.S. military), .gov (U.S. civilian government), .net (network sites) and .int (international organizations).

 

32. Search engines use a ranking system to help you determine how closely a site matches the topic for which you are searching. Generally, how does this ranking system work? 

---------------------------------------------------------------------

Correct Answer(s):

 - The more frequently your specified keywords are found in a particular document, the higher the relevancy score that document receives. 

Explanation:

A ranking system, or relevancy, is used to help you determine how closely a site matches the topic for which you are searching. The more frequently your specified keywords are found in a particular document, the higher the relevancy score that document receives. 

  

33. What is the difference between a traditional modem and an ISDN line?

---------------------------------------------------------------------

Correct Answer(s):

 - ISDN uses a digital line, whereas a traditional modem must translate digital signals to analog and back. 

Explanation:

A modem is a device that enables computers to transmit data over standard analog telephone lines by converting digital data from a computer into an analog signal for transmission over the telephone line to another modem. The receiving modem converts the analog signal back into digital code and transmits it to the receiving computer. To gain faster dial-up connections, you can go through a local phone company to install an Integrated Services Digital Network (ISDN) line, which is a digital telephone line. 

 

34. You want to receive e-mail messages, announcements and advertising on a regular basis about digital animation. Which action could you take to accomplish this? 

---------------------------------------------------------------------

Correct Answer(s):

 - Subscribe to a listserve group about digital animation.

Explanation:

A listserver automates the collection and distribution of messages from an authorized group of participants, allowing collaboration among multiple users. A group of users that subscribes to a mailing list is called a listserve group. List servers typically forward e-mails, announcements, newsletters and/or advertising to group members on a regular schedule or as events occur. 

 

35. Which statement about compressing JPEG files is true?

---------------------------------------------------------------------

Correct Answer(s):

 - The more compression, the smaller the file size, but the lower the image quality. 

Explanation:

With Joint Photographic Experts Group (JPEG) files, the more compression, the smaller the file size, but the lower the image quality. JPEG is a file format widely used for photographs and complex graphics. This format supports 16 million colors and uses lossy compression. JPEG files can be relatively small. However, the developer must decide how much compression to use.  

 

36. Which protocol is used to receive e-mail messages from an incoming mail server, and forces you to download e-mail messages before reading, deleting or otherwise managing them? 

---------------------------------------------------------------------

Correct Answer(s):

 - Post Office Protocol (POP3)

Explanation:

You receive mail from an incoming mail server using Post Office Protocol (POP3) or Internet Message Access Protocol (IMAP). POP3 stores incoming e-mail until users authenticate and download it. POP3 is the more accepted and widely used protocol for receiving and managing e-mail. POP3 servers store and forward e-mail messages to the host. For example, if you were to send an e-mail message, the message would be stored in the appropriate mail server until the recipient downloaded it from the server. The POP3 server responds to a request, asks for a password, then forwards the messages immediately. IMAP handles messages in a more sophisticated manner than POP3 because it allows you to browse and manage e-mail messages while they reside on the server. A POP3 server forces you to download e-mail messages before reading, deleting or otherwise managing them. You send e-mail to others with an outgoing server using Simple Mail Transfer Protocol (SMTP), which is responsible solely for sending - not receiving -- e-mail messages. A news server uses the Network News Transfer Protocol (NNTP) to host newsgroups.  

 

37. Which is the native sound format for Microsoft Windows?

---------------------------------------------------------------------

Correct Answer(s):

 - Waveform (WAV)

Explanation:

Waveform (WAV) is the native sound format for Microsoft Windows. Most browsers provide built-in support for WAV files. 

 

38. Which protocol allows a computer using an analog modem to make an initial connection to the Internet?

---------------------------------------------------------------------

Correct Answer(s):

 - Point-to-Point Protocol (PPP)

Explanation:

Point-to-Point Protocol (PPP) allows a computer using an analog modem to make an initial connection to the Internet. When you use a phone line and modem to connect to the Internet, you are using a dial-up connection. Most dial-up connections use PPP. Multilink Point-to-Point Protocol (MLPPP) can be used to combine two PPP connections into one, thereby enabling a higher transmission speed. 

 

39. Which of the following search engines was originally designed to index the entire Internet?

---------------------------------------------------------------------

Correct Answer(s):

 - AltaVista

Explanation:

AltaVista (www.altavista.com) was created in 1995 by Digital Equipment Corporation and was originally designed to index the entire Internet. 

 

40. Which of the following is a vital part of any firewall strategy?

---------------------------------------------------------------------

Correct Answer(s):

 - The security policies created by firewall administrators

Explanation:

Security policies are a vital part of any firewall strategy. The policies created by firewall administrators govern the users who will be allowed external access, the information to which employees will have access, the frequency with which passwords must be changed, and so forth. Hardware and software alone cannot protect information from employees determined to hurt the company, but hardware, software and sensible security policies can protect proprietary data and internal communications from malicious outsiders. 

 

41. Which term is used to describe a program that appears to be harmless but actually produces malicious or harmful results? 

---------------------------------------------------------------------

Correct Answer(s):

 - Trojan horse

Explanation:

A Trojan horse is a program that appears to be harmless but actually produces harmful results. Trojan horses contain code that produces malicious or harmful results within applications that appear benign, such as computer games. 

 

42. Which is the most common method used to authenticate users on private and public computer networks?

---------------------------------------------------------------------

Correct Answer(s):

 - User names and passwords

Explanation:

Requiring user names and passwords is the most common way to authenticate users on private and public computer networks, including the Internet. 

 

43. What is the purpose of the Boolean operator AND?

---------------------------------------------------------------------

Correct Answer(s):

 - It requires the search results to include multiple keywords.

Explanation:

When you use the AND operator between two keywords, results must contain both keywords. You can use multiple AND operators in your search to require multiple keywords. 

 

44. You want to use your personal computer to establish a command-line session and run a program on a remote system. Which protocol will provide such a connection? 

---------------------------------------------------------------------

Correct Answer(s):

 - Telnet

Explanation:

A Telnet connection is a remote connection you can establish with a server, then use to retrieve the information you need from that computer remotely. In Telnet, each command you type is usually echoed back to your screen after the host interprets it. The host - not your computer - is reading your input, running your commands and returning your requested information. Secure Shell (SSH) has become much more prevalent because it encrypts transmissions and has stronger authentication. Still, Telnet remains in use. 

 

45. Why is it important to have an adequate amount of disk cache space when downloading multimedia objects?

---------------------------------------------------------------------

Correct Answer(s):

 - Because plug-ins can store a portion of the multimedia object data in the cache and begin streaming delivery as the file downloads 

Explanation:

It is important to have an adequate amount of disk cache space when downloading multimedia objects because plug-ins can store a portion of the multimedia object data in the cache and begin streaming delivery as the file downloads. When a browser encounters a file type that is not directly supported, it launches a plug-in application that retrieves the multimedia files from a server, similar to the way a browser retrieves standard Web pages. The files are then delivered to the client system for playback. Instead of loading the entire file at once, many plug-ins retrieve a small portion at a time and store the data in the local disk cache. Using a cache, the plug-in delivers just enough information to build a continuous stream of data, called streaming media, which eliminates transfer delays. For instance, when you listen to a Web audio file, you may be hearing one part of the file while the next part downloads in the background. 

 

46. Which statement most accurately describes newsgroups on the Internet?

---------------------------------------------------------------------

Correct Answer(s):

 - Web users participate in newsgroups by choice.

Explanation:

Web users participate in newsgroups by choice, which helps to ensure that the subject of the newsgroup remains tightly focused. Newsgroups are all loosely part of a huge distributed bulletin board system called Usenet (User Network). Usenet has no central moderator; rather, it is a cooperative environment. Therefore, it can provide users with a rich variety of information. Newsgroups are usually excellent informal sources of information, and newsgroup content tends to be credible. 

47. What is the standard language for accessing information from a relational database?

---------------------------------------------------------------------

Correct Answer(s):

 - SQL

Explanation:

Structured Query Language (SQL) has become the standard interactive and programming language for accessing information from and updating information in a database, particularly large relational databases. SQL command statements are used for interactively querying information from a database and accumulating data for reports. 

 

48. Why should you make judicious use of file attachments in e-mail messages?

---------------------------------------------------------------------

Correct Answer(s):

 - Large file attachments can take a long time to download.

Explanation:

Remember that large file attachments to e-mail messages can take a long time to download. Avoid sending unnecessary attachments. If you send an attachment, make sure the recipient wants it and has the ability to open it. 

 

49. Which term is used to describe the process that converts data into an unreadable form of text?

---------------------------------------------------------------------

Correct Answer(s):

 - Encryption

Explanation:

Encryption is the process of converting data into an unreadable form of text. Decryption is the process of converting the encrypted data back to its original form. Although encryption is often used in the process of authentication, it is not the same as authentication. Authentication occurs before an encrypted session can begin, but authentication does not ensure that the ensuing session will be encrypted. 

  

50. Why might you want to disable the image-loading function in your browser?

---------------------------------------------------------------------

Correct Answer(s):

 - Because you may have a slow Internet connection so image loading takes too much time 

Explanation:

It makes sense to disable image loading if you do not have a high-speed, permanent Internet connection because slower analog modems, such as 14.4-Kbps and 28.8-Kbps connections, require much more time to download images. Most browsers allow users to disable the image-loading function. When images are disabled, only the text appears in the browser window. An X or a No Image Available icon specified by the browser replaces each image. Disabling image-loading functions saves time (and telephone charges, if applicable). It also makes sense to disable image loading when conducting research because you may not need to view graphics or active content if you are seeking only text about a subject. 

 

51. Non-repudiation is the security principle of providing proof that a transaction occurred between identified parties. Which of the following can you use to enforce non-repudiation in an electronic data transfer? 

---------------------------------------------------------------------

Correct Answer(s):

 - Digital signature

Explanation:

Digital signatures can be used to enforce non-repudiation, which is the ability to prove that a transaction occurred. Sending data with a digital signature proves that the message was both sent and received. Neither party can repudiate the transaction. Digital signatures do not provide data confidentiality because they do not encrypt the data; they simply verify the integrity of the data and the identity of the sender.  

 

52. To what does the term "netiquette" refer?

---------------------------------------------------------------------

Correct Answer(s):

 - A set of guidelines that encourage common sense, politeness and general rules for e-mail messages 

Explanation:

The term netiquette has been coined to encourage common sense and politeness, and to establish general rules for e-mail messages ( i.e., Internet etiquette). E-mail is a unique communication medium that combines the formality of a letter with the informality of a telephone call. Although e mail is not a new form of communication, it may still be new to many users. The tendency in the busy work environment is to quickly send brief e mail messages with little thought. Many individuals regret these hasty actions later. You should treat e mail messages as you would treat any other written communication. 

 

53. A one-to-one database table relationship can best be described as a table relationship in which:

---------------------------------------------------------------------

Correct Answer(s):

 - each record in Table A can have only one matching record in Table B, and vice versa. 

Explanation:

A one-to-one relationship is a database table relationship in which each record in Table A can have only one matching record in Table B, and vice versa.  

 

54. Which protocol do many browsers assume when you enter a URL in the Address field?

---------------------------------------------------------------------

Correct Answer(s):

 - HTTP

Explanation:

Many browsers assume that Hypertext Transfer Protocol (HTTP) is the protocol to use because you generally use a browser to access Web pages. You can include the http:// at the beginning when you enter the URL, or you may omit it. If you want to use your browser to access an FTP site, or any site that uses a protocol other than HTTP, you must include the protocol at the beginning of the URL. Hypertext Markup Language (HTML) is used to create Web pages for display in a browser, but it is a language, not a protocol. 

 

55. Your company's strength is marketing and sales. Your production team is assigned to rebrand the content obtained from an independent author so your sales team can sell it under your company's name. The author's original work is protected under her legal ownership. So your project manager obtains permission from the author to use her work, in exchange for a royalty fee and a contributor credit in the book. Which term describes this permission arrangement? 

---------------------------------------------------------------------

Correct Answer(s):

 - License

Explanation:

If you want to license someone else's copyright-protected material, you must contact the copyright owner and ask for permission. If you are granted permission to license copyrighted work, the copyright holder dictates the terms of use. Copyright laws protect original works of authorship that are fixed in a tangible medium of expression. According to copyright law, the basic elements are expression and originality. An Internet user who uses an unauthorized copy of someone else's work is violating the copyright owner's rights. Copyright infringement is a punishable crime. A trademark is any word, slogan, symbol, name, package design or device (or any combination thereof) that marks and distinguishes a product from other products in trade. For instance, AltaVista and Rolls Royce are both trademarks. Trademarks are protected worldwide by participating WIPO countries. 

 

56. What type of software is common to all Personal Digital Assistants (PDAs)?

---------------------------------------------------------------------

Correct Answer(s):

 - All PDAs include some type of Personal Information Management (PIM) software. 

Explanation:

All Personal Digital Assistants (PDAs) include some type of personal information management (PIM) software for performing PIM tasks. Such tasks include storing contact information, making lists, taking notes, writing memos, tracking appointments, setting reminder alarms, planning projects, performing calculations and tracking expenses. However, not all PDAs support all of these functions. 

 

57. Where are downloaded files (such as Web pages, images, fonts, etc.) saved on a computer?

---------------------------------------------------------------------

Correct Answer(s):

 - The hard drive

Explanation:

The hard drive contains a browser cache folder that stores downloaded files (such as Web pages, images, fonts, etc.). 

 

58. During the closing phase of every project, the project manager should perform a formal project review with the project team. The project review provides an opportunity to: 

---------------------------------------------------------------------

Correct Answer(s):

 - test the product, evaluate performances and document lessons learned.

Explanation:

During the closing phase of every project, the project manager should perform a formal project review with the project team. The project review provides an opportunity to test the product, evaluate performances and document lessons learned. 

 

59. As part of the IT department, you configure the employee workstations for your company. When configuring a user's system, you always set the browser security levels to the company standard settings. What is restricted from downloading to the user's system when you configure browser security levels? 

---------------------------------------------------------------------

Correct Answer(s):

 - Active objects

Explanation:

You can configure your browser for added security by controlling active content downloading. Active content consists of any active, or moving, objects on a Web page, such as ActiveX controls and Java applets. 

 

60. Which of the following protects original works of authorship that are fixed in a tangible medium, and defines an original work by the basic elements of expression and originality? 

---------------------------------------------------------------------

Correct Answer(s):

 - Copyright

Explanation:

Copyright laws protect original works of authorship that are fixed in a tangible medium of expression. According to copyright law, the basic elements are expression and originality. An Internet user who uses an unauthorized copy of someone else's work is violating the copyright owner's rights. Copyright infringement is a punishable crime. If you want to license someone else's copyright-protected material, you must contact the copyright owner and ask for permission. If you are granted permission to license copyrighted work, the copyright holder dictates the terms of use. A trademark is any word, slogan, symbol, name, package design or device (or any combination thereof) that marks and distinguishes a product from other products in trade. For instance, AltaVista and Rolls Royce are both trademarks. Trademarks are protected worldwide by participating WIPO countries. 

 

61. Given the current IPv4 standards, approximately how many numeric IP addresses can be assigned?

---------------------------------------------------------------------

Correct Answer(s):

 - 4 billion

Explanation:

Given the current IPv4 standards, approximately 4 billion numeric IP addresses can be assigned. Each of the four segments in an IP address (such as 12.42.192.73) is a number between 0 and 255. Some number values are reserved, but roughly 256 x 256 x 256 x 256 different IP addresses are possible - approximately 4 billion. Nevertheless, the current supply of IP addresses will eventually be depleted because IP address demand continues to increase. 

 

62. What is the purpose of a Boolean operator?

---------------------------------------------------------------------

Correct Answer(s):

 - To narrow search results by including or excluding words or phrases

Explanation:

A Boolean operator is a symbol or word used in Internet searches to narrow search results by including or excluding certain words or phrases from the search criteria. 

 

63. How do robot or spider programs usually find keywords for a Web page?

---------------------------------------------------------------------

Correct Answer(s):

 - By reading each site's source code embedded in the <meta> tags 

Explanation:

Many search engines, such as Excite, Lycos and WebCrawler, use robot or spider programs to visit your site and search it for relevant source code embedded in the page, often in the <meta> tag. The <meta> tag includes information about a document, such as keywords to be used by some search engines, a description of the site's content for display in some search engines, an expiration date for the document, and the document's author. 

 

64. Which statement about Secure Shell (SSH) is true?

---------------------------------------------------------------------

Correct Answer(s):

 - SSH encrypts data transmissions by default, but by default authentication occurs via user names and passwords that are unencrypted. 

Explanation:

By default, Secure Shell (SSH) servers require a user name and a password for a client to log on, and authentication sessions are generally not encrypted. All SSH clients and servers cooperate with each other to automatically exchange keys with each other when a first connection is made. These keys, which are generated through asymmetric-key encryption, enable all data to be encrypted. 

 

65. How will IPv6 be able to offer more Internet addresses than the current IPv4 standard?

---------------------------------------------------------------------

Correct Answer(s):

 - By using 128-bit IP addresses

Explanation:

IPv6 supports approximately 4 trillion IP addresses by using a 128-bit address format. This format uses hexadecimal numbers instead of decimals. An example of an IPv6 address is 2E22:4F00:000E:00D0:A267:97FF:FE6B:FE34. 

 

66. When you search for topics using a Web search engine, what are you searching?

---------------------------------------------------------------------

Correct Answer(s):

 - An index or database of referenced Web sites

Explanation:

When you search for topics using a Web search engine, you are never searching the entire Web, only an index or database of referenced sites. Not all search engines index the same number of sites. Some have fewer than a million site references, while others have hundreds of millions of references. 

 

67. Hypertext Transfer Protocol (HTTP) can be run over Secure Sockets Layer (SSL) to create the HTTPS protocol. How does HTTPS make HTTP transmission more secure? 

---------------------------------------------------------------------

Correct Answer(s):

 - By encrypting and decrypting information transmitted to and from Web servers 

Explanation:

HTTP over SSL (HTTPS) encrypts and decrypts information sent from the browser to the server and information sent from the Web server. HTTPS was developed by Netscape and is now supported by most browsers. Various protocols in the TCP/IP suite (such as HTTP, FTP, IMAP and POP3) can be made more secure by running them over Secure Sockets Layer (SSL). Secure protocols increase safety when sending sensitive data such as confidential company information or credit card numbers over the Internet, thus making e-commerce possible. 

 

68. Which term is used to describe a software application that is secretly placed on a user's system to gather information and relay it to outside parties, usually for advertising purposes? 

---------------------------------------------------------------------

Correct Answer(s):

 - Spyware

Explanation:

Spyware (or adware) is a software application that is secretly placed on a user's system to gather information and relay it to outside parties, usually for advertising purposes. 

 

69. The graphics you are probably most familiar with, GIFs and JPEGs, are raster graphics. What are raster graphics? 

---------------------------------------------------------------------

Correct Answer(s):

 - Images that map bits directly to a display space

Explanation:

The graphics you are probably most familiar with, GIFs and JPEGs, are raster graphics, which are images that map bits directly to a display space ( i.e., a grid of x and y coordinates on a display space). Raster graphics are pixel-based, and as such are much larger files than vector graphics.

 

70. What distinguishes a worm from a virus?

---------------------------------------------------------------------

Correct Answer(s):

 - A worm is capable of replicating itself automatically while affecting data. 

Explanation:

The difference between a worm and a virus is that a worm has the ability to replicate itself automatically, whereas a virus requires user action. A worm can have payloads similar to viruses. 

 

71. What distinguishes S/MIME from MIME?

---------------------------------------------------------------------

Correct Answer(s):

 - S/MIME supports encryption and the use of digital certificates, whereas MIME controls the way that messages and attachments are organized and distinguished from one another. 

Explanation:

Multipurpose Internet Mail Extensions (MIME) controls the way that messages and attachments are organized and distinguished from one another, whereas Secure MIME (S/MIME) controls the way that encryption information and digital certificates can be included as part of an e mail message. S/MIME is a newer version of the MIME protocol that provides a secure method of sending e-mail. S/MIME supports encryption (based on the RSA algorithm) and the use of digital certificates in e-mail. 

 

72. Two versions of Telnet exist: standard Telnet and Microsoft Telnet. Which statement is true regarding Microsoft Telnet? 

---------------------------------------------------------------------

Correct Answer(s):

 - Microsoft Telnet is supported only by Microsoft clients, and both the authentication sequence and the ensuing data transmission are encrypted. 

Explanation:

Only Microsoft supports Microsoft Telnet. The server listens on TCP port 23, and both the authentication sequence and the ensuing data transmission are encrypted. The proprietary version is more secure and is the better choice for sending sensitive information. However, because the protocol is proprietary, a server that is running encrypted Microsoft Telnet can only be used with Microsoft clients. 

 

73. Which of the following is considered a right of IT professionals working at the help desk?

---------------------------------------------------------------------

Correct Answer(s):

 - To receive clear, detailed objectives and instructions so that they can provide the appropriate services and products to their customers 

Explanation:

IT professionals have certain rights, and they also have responsibilities to the organization. For example, IT professionals must have access to the tools needed to perform their jobs, such as the hardware, software and security access required to perform tasks. They also have the right to receive clear, detailed objectives and instructions so that they can provide the appropriate services and products to their customers. 

 

74. Why might you receive different results using the same keywords on different search engines?

---------------------------------------------------------------------

Correct Answer(s):

 - Because not every Web site is registered with every search engine

Explanation:

Not every Web site is registered with every search engine. Some Web site managers register their sites only with particular search engines, neglecting others. Because of this selectivity and the large number of search engines, you may receive different results using the same keywords on different search engines. 

 

75. Which term best describes a collection of software tools that provide a permanent solution to known program bugs? 

---------------------------------------------------------------------

Correct Answer(s):

 - Update

Explanation:

Generally, a software vendor will provide permanent solutions to program bugs in later product releases, known as updates. Updates are released periodically when deemed necessary by the vendor. A major update with significant software improvements is often marketed as a new release. A patch is intended to be only a temporary solution until a bug can be permanently repaired. 

 

76. What is the purpose of Bookmarks and Favorites?

---------------------------------------------------------------------

Correct Answer(s):

 - Bookmarks and Favorites allow you to save frequently accessed URLs in your browser for quick reference. 

Explanation:

Instead of manually entering a URL each time you visit a Web site, you can create Bookmarks or Favorites for Web pages you visit often. If you work in Navigator, saved links are called Bookmarks. If you work in Internet Explorer, saved links are entries in your Favorites folder. 

 

77. Which choice lists tasks that typically occur during the planning phase of a project?

---------------------------------------------------------------------

Correct Answer(s):

 - Identifying all the tasks required to achieve the project goals, the people who will perform those tasks, and the resources that will be required 

Explanation:

Project planning involves identifying all the tasks required to achieve the project goals, the people who will perform those tasks, and the resources that will be required. The planning phase addresses project details. Planning also involves estimating the time each task will take to complete and determining project tasks that are dependent upon one another. 

 

78. Which of the following is an example of a trademark?

---------------------------------------------------------------------

Correct Answer(s):

 - The apple icon on the covers of many Beatles albums

Explanation:

A trademark is any word, slogan, symbol, name, package design or device (or any combination thereof) that marks and distinguishes a product from other products in trade. For instance, Apple Records and the apple icon that represents it are trademarks of Apple Corps, Ltd. AltaVista and Rolls Royce are also both trademarks. Trademarks are protected worldwide by participating WIPO countries. Copyright laws protect original works of authorship that are fixed in a tangible medium of expression, such as a book or a recording of a song. According to copyright law, the basic elements are expression and originality. An Internet user who uses an unauthorized copy of someone else's work is violating the copyright owner's rights. Copyright infringement is a punishable crime. If you want to license someone else's copyright-protected material, you must contact the copyright owner and ask for permission. If you are granted permission to license copyrighted work, the copyright holder dictates the terms of use. 

 

79. Which file format is a popular, customizable graphics format commonly used for medical imaging and desktop publishing? 

---------------------------------------------------------------------

Correct Answer(s):

 - TIFF

Explanation:

Tagged Image File Format (TIFF) is a popular, customizable graphic format commonly used for medical imaging and desktop publishing. 

 

80. Which Internet resource is used to resolve domain names to IP addresses?

---------------------------------------------------------------------

Correct Answer(s):

 - A domain name server

Explanation:

Domain name servers are servers on the Internet whose sole function is to resolve human-readable domain names into computer-readable IP addresses. For example, when you enter www.CIWcertified.com into your browser's Address box, the browser contacts a domain name server to obtain the IP address related to this domain name. When your browser receives the IP address 12.42.192.73 from the domain name server, the CIW Web site displays on your screen.

 

81. Intranets and extranets can both be considered subsets of the Internet. Which statement best describes the difference between intranets and extranets? 

---------------------------------------------------------------------

Correct Answer(s):

 - Intranets are used within corporations by employees, whereas extranets are used by corporations for non-public customer support. 

Explanation:

An intranet is an internal, or in-house, Web site and network used only by employees within a company. An extranet is an internal network designed to provide access to selected external users, and is not available to the Internet public. Extranets are an efficient way for business partners to share and exchange information. Customer support tasks can also be performed using an extranet. 

 

82. You can use Telnet to establish remote terminal connection services. What do you need to provide in order to use Telnet? 

---------------------------------------------------------------------

Correct Answer(s):

 - An account name and password to access the host computer

Explanation:

To use Telnet, you need an account and a password on the host computer. You can use Telnet to access some public servers (such as public libraries and government resources) using a generic user name. 

 

83. Which of the following is an example of ethical Internet behavior?

---------------------------------------------------------------------

Correct Answer(s):

 - Citing information you find on the Internet that you use in your own work 

Explanation:

Using information that you find on the Web in research papers is permissible if you cite the work properly, just as you must do with material you find in a printed publication. However, plagiarizing online content (copying someone else's written work and presenting it as your own) is illegal and unethical, just as it is with printed books. Instant messaging and chat rooms make communication easy and anonymous, but you should not ask other users to divulge personal information via these sessions. Shareware is not free; you can download it for free and try it, but if you like it and intend to keep using it, you are expected to forward the indicated fee. Downloading songs and movies from the Internet or a peer-to-peer network without obtaining permission or paying a fee is an illegal use of copyrighted information; copyright laws protect original works of authorship online as well as in print. 

 

84. Which choice lists some file types that are often already compressed and thus may not be significantly reduced in file size by compression utilities? 

---------------------------------------------------------------------

Correct Answer(s):

 - PNG, GIF and JPG

Explanation:

Compressing files, especially word processor files, can save a considerable amount of hard disk space. However, some formats (such as PNG, GIF and JPG) are usually already compressed. Compressing these files may not significantly reduce file size. 

 

85. Which Internet resource is used to resolve IP addresses into easily recognizable text-based names?

---------------------------------------------------------------------

Correct Answer(s):

 - The Domain Name System (DNS)

Explanation:

The Domain Name System (DNS) resolves IP addresses into easily recognizable text-based names. To access any resource on the Internet (for example, a Web or FTP server), you must enter its address in the client (for example, a Web browser or FTP application). One way to do this is to provide the IP address. However, IP addresses can be difficult to remember because they consist of a series of numbers separated by periods. For example, you can access the CIW Web server at IP address 12.42.192.73 by typing www.CIWcertified.com in your browser's Address box.

 

86. What is the main difference between an intranet and an extranet?

---------------------------------------------------------------------

Correct Answer(s):

 - An intranet is for internal use whereas an extranet is for customers and partners. 

Explanation:

An intranet is an internal, or in-house, Web site and network used only by employees within a company. An extranet is an internal network designed to provide access to selected external users, and is not available to the Internet public. Extranets are an efficient way for business partners to share and exchange information. Customer support tasks can also be performed using an extranet. 

 

87. Which action can you perform to filter spam at your client computer?

---------------------------------------------------------------------

Correct Answer(s):

 - Use a client-side filter to identify and filter spam messages.

Explanation:

You can set up client-side spam filters, or rules, in your e-mail client application. A spam filter deletes (or otherwise diverts from your Inbox) e-mail messages based on specified text that appears in the Subject line, the To and From fields, and even the body of the message. 

 

88. Which statement best describes symmetric-key encryption?

---------------------------------------------------------------------

Correct Answer(s):

 - An encryption method in which the same key is used to encrypt and decrypt a message 

Explanation:

Symmetric-key encryption (also called symmetric encryption or secret-key encryption) is an encryption method in which the same key is used to encrypt and decrypt a message. The message sender uses a key (generated by an encryption application) to encrypt the message; the sender forwards a copy of the key to the message recipient, who uses the same key to decrypt the message. Asymmetric-key encryption uses two separate keys -- a private key and a public key -- to encrypt and decrypt a message. In hash encryption, numbers generated by an algorithm from a text string are used to verify the integrity of transmitted messages. 

 

89. You are in charge of a team of programmers developing a new program. You need to manage and merge the work of each programmer into a common repository, so that all the programmers on the team can use the latest versions of their co-workers' code while developing their own portions of the program. Which tool can you use to accomplish this? 

---------------------------------------------------------------------

Correct Answer(s):

 - Concurrent Versions System (CVS)

Explanation:

Concurrent Versions System (CVS) is a tool that allows programmers to control different versions of the pieces of a program as those pieces are developed. CVS maintains a single copy of each piece of source code, and also keeps a record of all the changes that have been made. The code is kept in a repository. A developer can specify which version is desired, and CVS will reconstruct that version using the recorded changes. CVS is usually used to track each developer's work individually, but it can also be used to manage and merge the work of a team of developers into a common repository. Each developer exclusively accesses a piece of code (as one would check out a library book), works with the code, and then returns it to the repository. 

 

90. Which term is used to describe a computer that is connected to a central server with which it can communicate and from which it can request information? 

---------------------------------------------------------------------

Correct Answer(s):

 - A client

Explanation:

The client is the interface that enables users to communicate with and request information from a server. Many networks are structured using the client/server model, in which individual computers and devices, called nodes, interact with one another through a central server to which they are all connected. The client/server model divides processing and storage tasks between the client and the server. The server is more powerful than the individual computers, or clients, connected to it. The server is responsible for storing and presenting information. In a client/server environment, client programs run on the computer nodes and interact with a server program running on the server. 

 

91. What must an e-mail message include in order for you to send it?

---------------------------------------------------------------------

Correct Answer(s):

 - At least one address in the To field

Explanation:

At a minimum to be able to send it, an e-mail message must include one address in the To field. Outlook Express will prompt you if you attempt to send a message without a Subject line, although you can choose to send the message anyway. It is possible to send an e-mail message that contains no body text, although doing so would probably have no purpose. 

 

92. How many mail servers does the use of e-mail involve?

---------------------------------------------------------------------

Correct Answer(s):

 - Two -- incoming mail is handled by one server using Post Office Protocol (POP3) or Internet Message Access Protocol (IMAP), and outgoing mail is handled by another server using Simple Mail Transfer Protocol (SMTP). 

Explanation:

E-mail involves two mail servers: outgoing and incoming. The outgoing and incoming servers use various protocols to handle sending, receiving and storing e-mail messages. You send e-mail to others with an outgoing server using Simple Mail Transfer Protocol (SMTP). SMTP is the Internet standard protocol for transferring e-mail messages from one computer to another. It specifies how two e-mail systems interact. SMTP is responsible solely for sending e-mail messages, and is part of the TCP/IP suite. You receive mail from an incoming mail server using Post Office Protocol (POP3) or Internet Message Access Protocol (IMAP). POP3 and IMAP are used to store and access e-mail messages.\n \n 

 

93. What distinguishes instant messaging from e-mail?

---------------------------------------------------------------------

Correct Answer(s):

 - Instant messages can be sent only to contacts who are currently online. 

Explanation:

Unlike e-mail, which can be sent whether the recipient is online or not, instant messages can be sent only to contacts who are currently online (that is, signed in to an instant messaging service). 

 

94. Which protocol do e-mail programs use to identify the file types of attached files?

---------------------------------------------------------------------

Correct Answer(s):

 - MIME

Explanation:

E-mail clients use the Multipurpose Internet Mail Extensions (MIME) protocol to identify attached files by their file types. 

 

95. Which protocol allows you to browse and manage e-mail messages while they reside on the mail server?

---------------------------------------------------------------------

Correct Answer(s):

 - Internet Message Access Protocol (IMAP)

Explanation:

You receive mail from an incoming mail server using Internet Message Access Protocol (IMAP) or Post Office Protocol (POP3). IMAP handles messages in a more sophisticated manner than POP3 because IMAP allows you to browse and manage e-mail messages while they reside on the server. A POP3 server forces you to download e-mail messages before reading, deleting or otherwise managing them. However, POP3 is the more accepted and widely used protocol for receiving and managing e-mail. POP3 stores incoming e-mail until users authenticate and download it. POP3 servers store and forward e-mail messages to the host. You send e-mail to others with an outgoing server using Simple Mail Transfer Protocol (SMTP), which is responsible solely for sending - not receiving -- e-mail messages. A news server uses the Network News Transfer Protocol (NNTP) to host newsgroups. 

 

96. Which statement best describes the reason that you should compress files?

---------------------------------------------------------------------

Correct Answer(s):

 - To reduce transfer time and conserve hard disk space

Explanation:

Generally, you should compress files that you want to send as e-mail attachments to reduce transfer time and to conserve space on your recipient's hard drive. On your own system, you can compress files that you use infrequently in order to save space. 

 

 

97. Which result reflects an IT project that is properly managed?

---------------------------------------------------------------------

Correct Answer(s):

 - Employee productivity loss is minimized.

Explanation:

When IT projects are managed properly, employee productivity loss is minimized, which minimizes the negative impact to the company's bottom line; employee transition from old to new systems occurs more swiftly and smoothly; fewer problems occur, which will result in less IT support time; and good will is fostered among departments because users view IT as a service organization that is responsive and sensitive to their wants and needs. 

 

98. Why does an IT project manager need to consider a project's Return On Investment (ROI) before starting a new project? 

---------------------------------------------------------------------

Correct Answer(s):

 - Before starting a project, an IT project manager will be required to justify the project's benefits relative to its costs. 

Explanation:

Before starting a project, an IT project manager must determine the benefits of spending the money to create the product or service. As a project manager, you will be held responsible for the project's Return On Investment (ROI) and be required to justify the project's benefits relative to its costs. ROI in the context of IT projects refers to the profit earned as a result of a project relative to the value of the resources required to complete the project. You must be able to determine the risk and business value of each project to justify which projects to preserve and which projects to eliminate. 

 

99. Project management software often contains Gantt charts. What is the purpose of a Gantt chart?

---------------------------------------------------------------------

Correct Answer(s):

 - To graphically display the project tasks and task durations

Explanation:

Project management software often contains Gantt charts that graphically display the project tasks and task durations. 

 

100. Which IT job role best describes an individual who is responsible for diagnosing and resolving users' technical hardware and software problems? 

---------------------------------------------------------------------

Correct Answer(s):

 - Help desk technician

Explanation:

Help desk technicians diagnose and resolve users' technical hardware and software problems. Help desk technicians typically receive questions from users who are having problems using computer hardware or software, or who want to know how to use a specific software application. Technicians must use their knowledge of hardware, operating systems, applications and any relevant procedures to determine the sources of problems and provide solutions. 

 

101. What is the purpose of the Boolean operator OR?

---------------------------------------------------------------------

Correct Answer(s):

 - It requires the search results to include one keyword or the other or both. 

Explanation:

When you use the OR operator between two keywords, results will contain one keyword or the other or both.

 

102. Which statement best describes hash encryption?

---------------------------------------------------------------------

Correct Answer(s):

 - An encryption method in which numbers generated by an algorithm from a text string are used to verify the integrity of transmitted messages 

Explanation:

Hash encryption (also called one-way encryption) is an encryption method in which hashes are used to verify the integrity of transmitted messages. A hash (also called a message-digest) is a number generated by an algorithm from a string of text. The generated hash value is smaller than the text itself, and is generated in such a way that it is nearly impossible for the same hash value to be generated from some other text. The hash is as unique to the text string as fingerprints are to an individual. Asymmetric-key encryption uses two separate keys -- a private key and a public key -- to encrypt and decrypt a message. Symmetric-key encryption uses the same key to encrypt and decrypt a message. 

 

103. During a Web search, entering erroneous search criteria, clicking dead links or accessing a busy server is likely to: 

---------------------------------------------------------------------

Correct Answer(s):

 - cause an error page to display.

Explanation:

Search engines sometimes yield unexpected results such as an error page, an alternative search engine or an advertisement instead of the topic for which you were searching. Error pages most commonly occur when you enter erroneous search criteria, click a dead link or try to access a busy server. 

 

104. Which is the standard video file format for Microsoft Windows?

---------------------------------------------------------------------

Correct Answer(s):

 - Audio Video Interleave (AVI)

Explanation:

Audio Video Interleave (AVI) files are standard video files for Windows operating systems.

 

105. How does a proxy server protect a corporate network from unwanted Internet activity?

---------------------------------------------------------------------

Correct Answer(s):

 - A proxy server replaces the network IP address with another, contingent address. 

Explanation:

In a network setting, a proxy server replaces the network IP address with another, contingent address. This process effectively hides the actual IP address from the rest of the Internet, thereby protecting the entire network. 

 

106. You work for your company's IT department diagnosing and servicing the employees' workstations. A user complains that since she has been conducting a lot of research online, her system's performance is slowing. You increase the size of her browser cache. Why might performance slow if the browser cache is too small? 

---------------------------------------------------------------------

Correct Answer(s):

 - Because the user may spend a lot of time waiting while pages download from the server 

Explanation:

If the browser cache is too small, the user will sacrifice performance because he or she will spend a lot of time waiting while pages download from the server. Increasing the size of the browser cache can improve performance while browsing, but if the cache is too large, it may slow performance because the browser must search though hundreds of cached files to locate a specific page. A cache that is too large may also slow other computer processes. For example, disk defragmentation and virus scans can take a very long time on a large hard disk, especially if the disk is full of cached Internet files. Also, when you quit Navigator, the browser performs cache maintenance. The larger the size of the cache, the longer it takes to complete the maintenance tasks. 

 

107. In project management, a resource is:

---------------------------------------------------------------------

Correct Answer(s):

 - a person, department or device needed to accomplish a unit of work.

Explanation:

In project management, a resource is a person, department or device needed to accomplish a project task. A project is a sequence of tasks that must be accomplished within a defined time frame in order to achieve a desired result. A task is a unit of work that must be accomplished during the course of a project. An assignment is made when a resource is given a specific task to perform. 

 

108. Which of the following is considered a responsibility of IT professionals?

---------------------------------------------------------------------

Correct Answer(s):

 - To plan and conduct service and product installations and training in a manner that minimizes workflow interruption and downtime 

Explanation:

IT professionals have the responsibility to provide services and products in a timely, cost-effective, secure manner that satisfies customer needs without compromising the integrity or security of the data or processes with which they work. They also have the responsibility to plan service and product installations and conduct training in a manner that minimizes workflow interruption and hardware or network downtime. 

 

109. A one-to-many database table relationship can best be described as a table relationship in which:

---------------------------------------------------------------------

Correct Answer(s):

 - a record in Table A can have multiple matching records in Table B, but a record in Table B has only one matching record in Table A. 

Explanation:

A one-to-many relationship is a database table relationship in which a record in Table A can have multiple matching records in Table B, but a record in Table B has only one matching record in Table A. 

 

110. You avoid adding yourself to unwanted mailing lists. You conduct online transactions through secure Web sites. And you are selective when posting information to newsgroups. What will these actions help you achieve? 

---------------------------------------------------------------------

Correct Answer(s):

 - These actions will help you minimize the amount of spam you receive.

Explanation:

Some actions you can take to minimize the amount of spam you receive include the following: avoid adding yourself to unwanted mailing lists; conduct online transactions through secure Web sites; and be selective when posting information to newsgroups. 

 

111. Which choice lists the plug-in(s) that can be used to show movie clips?

---------------------------------------------------------------------

Correct Answer(s):

 - Apple QuickTime

Explanation:

The Apple QuickTime plug-in can be used to show movie clips on various platforms.

 

112. Using command-line FTP, how do you obtain a desired file from an FTP server?

---------------------------------------------------------------------

Correct Answer(s):

 - Enter the get command with the name of the file you want.

Explanation:

To download a desired file from an FTP server using command-line FTP, you must enter the get command with the name of the file you want. The put command is used to upload a file from your system to the FTP server. The open command is used to access an FTP server. You can click icons to navigate a FTP server if you are using a GUI client application, but a command-line interface requires you to type the commands. 

 

113. Which protocol is the Internet standard protocol for transmitting e-mail messages over networks, and is responsible solely for sending -- but not receiving -- e-mail messages? 

---------------------------------------------------------------------

Correct Answer(s):

 - Simple Mail Transfer Protocol (SMTP)

Explanation:

You send e-mail to others with an outgoing server using Simple Mail Transfer Protocol (SMTP). SMTP is the Internet standard protocol for transferring e-mail messages from one computer to another. It specifies how two e-mail systems interact. SMTP is responsible solely for sending e-mail messages. You receive mail from an incoming mail server using Post Office Protocol (POP3) or Internet Message Access Protocol (IMAP). POP3 and IMAP are used to store and access e-mail messages. A news server uses the Network News Transfer Protocol (NNTP) to host newsgroups. 

 

114. Employers can monitor their employees' e-mail messages sent to and from the company network because:

---------------------------------------------------------------------

Correct Answer(s):

 - all information carried by the company's communication system is company property. 

Explanation:

Some organizations monitor their employees' e-mail messages and restrict their access to certain Web sites while using the company network and services. Employers sometimes adopt such a policy because they consider all information carried by the company's communication system to be company property, just as the network, communication equipment and software used by the employees are company property. Scanning e-mail attachments can help prevent malware infections, but monitoring e-mail messages may not. 

 

115. Which of the following can protect your company's data, prevent data from being intercepted by malicious outsiders, and deter hackers? 

---------------------------------------------------------------------

Correct Answer(s):

 - Encryption

Explanation:

It is imperative that companies protect their encryption keys to ensure secure transmissions. Many businesses encrypt network transmissions in order to protect data, prevent data from being intercepted by malicious outsiders, deter hackers, respond to customer or competitor pressure for increased security, comply with government requirements regulating the security of Internet data transmissions. Even if data transmissions do not warrant encryption, network administrators may still need to protect the privacy of e-mail messages, which often contain information of a proprietary or confidential nature. 

 

116. Which term is used to describe an interactive training session that is delivered over the Internet?

---------------------------------------------------------------------

Correct Answer(s):

 - Webinar

Explanation:

A Webinar (short for Web-based seminar) is training - usually a PowerPoint presentation and/or lecture - that is delivered over the Web. Webinars are usually interactive, enabling participants to communicate with the presenter and with each other via online chat. 

 

117. How can you reduce file size so that files can be sent more efficiently across the Internet?

---------------------------------------------------------------------

Correct Answer(s):

 - By using a file compression utility to compress large files

Explanation:

Compression utilities enable you to compress large files into smaller sizes so you can send them efficiently across the Internet. 

 

118. How does scope creep undermine the success of a project?

---------------------------------------------------------------------

Correct Answer(s):

 - Changes in project scope tend to occur in small increments, and these small increases in scope can add up and compromise the success of the project. 

Explanation:

Changes in project scope tend to occur in small increments, and therefore might seem negligible. However, small increases in scope will add up. These gradual increases are called scope creep. If you do not adequately manage scope creep, the success of your project may be compromised. 

 

119. Which protocol is often used to publish Web pages to a Web server?

---------------------------------------------------------------------

Correct Answer(s):

 - File Transfer Protocol (FTP)

Explanation:

File Transfer Protocol (FTP) is a TCP/IP suite protocol that enables the transfer of large files between two computers on the Internet. Anonymous FTP sites are available to the public and allow guests to transfer files without an account on the remote site. FTP is also used to publish Web pages to a Web server. You simply upload your Web page files to an FTP server. After the upload is complete, Web browsers using HTTP can access your Web pages. 

 

120. If you have set up Web-based e-mail, you can:

---------------------------------------------------------------------

Correct Answer(s):

 - log on and check your e-mail from any computer that has Internet access. 

Explanation:

Web-based e-mail is advantageous for many reasons. You can log on and check your e-mail from any computer that has Internet access. In theory, this eliminates the need to purchase Internet service from an ISP, although most users choose to purchase Internet service so that they do not have to use a public computer to check their e-mail. You can also set up multiple accounts, and you can send attachments (if your browser supports them). 

 

121. PIM is an acronym for a type of program with which you can:

---------------------------------------------------------------------

Correct Answer(s):

 - schedule appointments and meetings, store contact information, and manage tasks. 

Explanation:

You can use a personal information management (PIM) program to schedule appointments and meetings, store contact information, and manage tasks. 

 

122. Which IT job role best describes an individual who is responsible for the organization and appearance of a Web site? 

---------------------------------------------------------------------

Correct Answer(s):

 - Web site designer

Explanation:

Web site designers create the "look and feel" that visitors will see when they access a site on the World Wide Web. Web site designers determine the most effective site layouts, color schemes, navigational links and fonts to maintain visitor interest in the site. Site designers primarily establish the organization, mood and tone of the site relative to its content. In short, Web site designers are responsible for developing the user interface and aesthetics of a Web site. 

 

123. Any tool used to schedule appointments and meetings, store contact information, and manage tasks is known as a: 

---------------------------------------------------------------------

Correct Answer(s):

 - Personal Information Management (PIM) program.

Explanation:

A tool used to schedule appointments and meetings, store contact information, and manage tasks is known as a Personal Information Management (PIM) program. A Personal Digital Assistant (PDA) is one type of PIM program, specifically a handheld model. Not all PIM program are PDAs; for example, you can run the Microsoft Outlook PIM application on your desktop computer. Wireless Application Protocol (WAP) provides text-based Web browsing and secure e mail services to wireless handheld devices. 

 

124. Which term is used to describe a collection of personal thoughts posted on a public Web site?

---------------------------------------------------------------------

Correct Answer(s):

 - Blog

Explanation:

A Web log, or blog, is a collection of personal thoughts posted on a public Web site. A blog is essentially an electronic journal or public diary. 

 

125. Which IT job role best describes an individual who is responsible for maintaining the software and procedures necessary to protect the confidentiality and integrity of information, and legitimate access to it? 

---------------------------------------------------------------------

Correct Answer(s):

 - Security manager

Explanation:

Security managers are responsible for managing the security measures used to protect electronic data. They maintain the software and procedures necessary to protect the confidentiality and integrity of information, and legitimate access to it. Security managers perform security risk assessments, prepare for disaster recovery, monitor security control systems to ensure that appropriate security clearances and information access levels are maintained, and work with other departments to maintain secure data and information flow. 

 

126. What is an anonymous FTP site?

---------------------------------------------------------------------

Correct Answer(s):

 - An FTP site that does not require authentication for access, and is available to the public 

Explanation:

Anonymous FTP sites do not require authentication for access, and they are available to the public. Standard FTP does not encrypt the authentication session. As a result, some FTP site administrators allow guests to transfer files without requiring a specific account for the user. These sites are called anonymous FTP sites and are available to the public. 

 

127. A database field can best be described as:

---------------------------------------------------------------------

Correct Answer(s):

 - a category of information in a table.

Explanation:

A database field is a category of information in a table.

 

128. What can you use to electronically verify your identity without the need to provide data confidentiality?

---------------------------------------------------------------------

Correct Answer(s):

 - Digital signature

Explanation:

A digital signature is an electronic stamp that identifies a message's source and its contents. A digital signature can be used with any kind of message, whether it is encrypted or not. To verify your identity, you can attach your own digital signature to any message or data you send over the Internet. Digital signatures do not provide data confidentiality because they do not encrypt the data; they simply verify the integrity of the data and the identity of the sender. 

 

129. Which result reflects an IT project that is poorly managed?

---------------------------------------------------------------------

Correct Answer(s):

 - Project tasks take longer to complete, requiring more company resources and money. 

Explanation:

When IT projects are poorly managed, employees may become frustrated and angry because their ability to work is unnecessarily hindered; employee productivity and perhaps morale may be adversely affected because of an inordinate amount of system downtime; project tasks may take longer to complete, which may waste company resources and money; and animosity among departments may occur because users will view IT as a department that hinders their ability to get their jobs done. 

 

130. You access a search engine and enter the words "African" and "safari" in the search box. The search engine returns links to Web sites in its index that include these words. Which type of search index did you use? 

---------------------------------------------------------------------

Correct Answer(s):

 - Keyword index

Explanation:

A keyword index enables users to enter keywords in a search engine to query an index. The entered keywords are then compared to the keywords in the index. If the keywords match, the search engine will provide the indexed information. Keywords can consist of one word, several words or a phrase enclosed in quotation marks ( e.g., search string).

 

131. Which of the following is true regarding Personal Digital Assistants (PDAs)?

---------------------------------------------------------------------

Correct Answer(s):

 - PDAs are designed to work in tandem with traditional desktop or laptop computers. 

Explanation:

PDAs are designed to work in tandem with traditional desktop or laptop computers. The information you enter into your PDA must be synchronized with the data you enter into your PIM software on your desktop or laptop system if you want to use both your PDA and your computer effectively. Many PDAs include PIM software you can install on your computer. You can also use a mainstream PIM package that supports data synchronization, such as Lotus Organizer or Microsoft Outlook, to keep both your PDA and your computer up to date. 

 

132. You want to give your Web site users the ability to view high-quality video. Connection speed is not an issue. Which file format could you use? 

---------------------------------------------------------------------

Correct Answer(s):

 - MPEG

Explanation:

Moving Picture Experts Group (MPEG) is a standard for digital audio and video compression that provides extremely high quality and resolution. MPEG files are large and do not stream well on slower connections. 

 

133. Which of the following is true regarding Wireless Application Protocol (WAP)?

---------------------------------------------------------------------

Correct Answer(s):

 - WAP provides text-based Web browsing and secure e-mail services to wireless handheld devices. 

Explanation:

Wireless handheld devices, such as mobile phones or PDAs, are commonly used to browse the Web and check e-mail. These devices use a protocol called Wireless Application Protocol (WAP). WAP provides text-based Web browsing and secure e-mail services to wireless handheld devices. WAP also contains specifications for its own markup language, the Wireless Markup Language (WML). 

 

134. Which term is used to describe the component that relates multiple tables of information in a relational database? 

---------------------------------------------------------------------

Correct Answer(s):

 - Common field

Explanation:

A relational database contains multiple tables of information that are related through common fields.

 

135. In project management, a task is:

---------------------------------------------------------------------

Correct Answer(s):

 - a unit of work that must be accomplished.

Explanation:

In project management, a task is a unit of work that must be accomplished during the course of a project. A project is a sequence of tasks that must be accomplished within a defined time frame in order to achieve a desired result. A resource is a person, department or device needed to accomplish a project task. An assignment is made when a resource is given a specific task to perform. 

 

136. Your company wants to simplify the customer support process for its distributors by enabling them to obtain company forms and reports online. You and your Web team are in charge of implementing this capability. Which Web-based system should you implement? 

---------------------------------------------------------------------

Correct Answer(s):

 - Extranet

Explanation:

An extranet is an internal network designed to provide access to selected external users, and is not available to the Internet public. Extranets are an efficient way for business partners to share and exchange information. Customer support tasks can also be performed using an extranet. For example, if customers need to access a sales report generated by your company, they will first access the Internet, then enter in their browsers the URL of your company's extranet Web server. Once they access the Web server, they must log on to the Web server with user names and passwords. When they are logged on, customers access your company's extranet, which appears as a normal Web site and provides all the same services. The only difference is that the extranet provides security to exclude the Internet public. Customers can then download sales reports instead of calling your office and asking someone to fax or mail them. 

 

137. Which statement best describes asymmetric-key encryption?

---------------------------------------------------------------------

Correct Answer(s):

 - An encryption method in which two separate keys -- a private key and a public key -- are used to encrypt and decrypt a message 

Explanation:

Asymmetric-key encryption (also called asymmetric encryption or public-key encryption) refers to an encryption method in which two keys are used to encrypt and decrypt a message: a private key and a public key. The public key is known to all sending and receiving parties involved in the communication, whether via Web browsers, e-mail or instant messaging. The private key is used by the recipient to decrypt the message. Symmetric-key encryption uses the same key to encrypt and decrypt a message. In hash encryption, numbers generated by an algorithm from a text string are used to verify the integrity of transmitted messages. 

 

138. Which IT job role best describes an individual who is responsible for evaluating Web site statistics to determine the site's effectiveness? 

---------------------------------------------------------------------

Correct Answer(s):

 - Web site analyst

Explanation:

Web site analysts are responsible for analyzing Web site effectiveness from the viewpoints of both the organization and the end user. Analysts may design and conduct user surveys to obtain feedback about Web site features, then provide recommendations to improve the site's effectiveness. Analysts may also develop and monitor Web site tracking methods to determine the number of visitors, or "hits," a site receives. Analysts gather and analyze statistical data, and often work with IT and marketing departments to recommend ways to increase a Web site's effectiveness. 

 

139. Which protocol can you use to locate organizations, people or other resources on a corporate intranet or the public Internet? 

---------------------------------------------------------------------

Correct Answer(s):

 - LDAP

Explanation:

Lightweight Directory Access Protocol (LDAP) is an Internet protocol that allows users to locate organizations, people or other resources on a network, whether that network is a corporate intranet or the public Internet. LDAP is a simplified version of Directory Access Protocol, which is part of the X.500 standard. The X.500 standard defines the structure of global directories in a network. The X.500 standard is too complex to be supported over the Internet or on desktop computers. LDAP, which supports TCP/IP, makes global directory service available to everyone. 

 

140. Which protocol was developed as an extension of SMTP that allows users to exchange various types of data files over the Internet? 

---------------------------------------------------------------------

Correct Answer(s):

 - Multipurpose Internet Mail Extensions (MIME)

Explanation:

Multipurpose Internet Mail Extensions (MIME) is a protocol that was developed as an extension of Simple Mail Transfer Protocol (SMTP). MIME allows users to exchange various types of data files over the Internet, such as audio, video, images, applications, and so forth. 

 

141. Which term is used to describe a network in which each computer has both server and client capabilities?

---------------------------------------------------------------------

Correct Answer(s):

 - Peer-to-peer network

Explanation:

In a peer-to-peer network, each computer has both client and server capabilities. That is, each computer has the same capabilities as any other node on the network, and each one can open a communication session with any other node on the network. 

 

142. The level of secrecy offered by encryption is dependent on:

---------------------------------------------------------------------

Correct Answer(s):

 - the type of encryption used and the size of the key.

Explanation:

Encryption is a very effective safeguard, but the level of protection it offers varies based on the type of encryption used and the size of the key. Smaller keys, such as 40-bit keys, are easier to break than 128-bit or 256-bit keys. However, longer key sizes require more computational power to encrypt and decrypt data, which can slow transmission. 

 

143. Six elements are required to connect to the Internet. One of these elements is TCP/IP. Which of the following best describes this element? 

---------------------------------------------------------------------

Correct Answer(s):

 - Protocol software used to communicate with the Internet

Explanation:

Six elements are required to connect to the Internet: computer (PC, WebTV, mobile phone, Internet phone or handheld device), operating system (Windows XP Professional, Linux/UNIX, Macintosh, etc.), TCP/IP (protocol software used to communicate with the Internet), client software (Web browser, e-mail or news client program), Internet connection (dial-up or direct connection to an Internet Service Provider [ISP]), and Internet address (Web address, e-mail address or server address). The first three items are generally acquired when you buy a computer. When you arrange to connect your computer to the Internet, you must install client software, implement a connection method, and identify the addresses of servers you can use. 

 

144. Why should you avoid typing e-mail messages in all capital letters?

---------------------------------------------------------------------

Correct Answer(s):

 - Because using all capital letters connotes shouting or anger

Explanation:

Avoid typing e-mail messages in all capital letters; this practice connotes shouting or anger.

 

145. What file format designates an Apple QuickTime Movie file, which supports video, animation, text and sound?

---------------------------------------------------------------------

Correct Answer(s):

 - MOV

Explanation:

The QuickTime Movie (MOV) file format was created by Apple and is supported by all QuickTime versions. Video, animation, text and sound are combined into one file. QuickTime movie files are identified by a .mov, .moov or .qt file name extension. 

 

146. What is the project triangle?

---------------------------------------------------------------------

Correct Answer(s):

 - The relationship among time, money and scope in completing a project

Explanation:

Three factors -- time, money and scope -- affect every project, and they form what is sometimes referred to as the project triangle. When any one of these elements is adjusted, the other two are also affected. All three of these elements are important, but typically one will have a greater impact on a project than the others. The relationship among these three elements will determine the types of problems that may arise during a project, as well as the solutions you can implement. 

 

147. Which statement is true regarding international copyrights of digital information?

---------------------------------------------------------------------

Correct Answer(s):

 - An international copyright does not exist.

Explanation:

Contrary to popular belief, an international copyright does not exist. To protect your copyrighted original material, you must contact the government agency that handles copyrights in the country in which you reside. If you or your company holds a copyright on your Web site material, you should place the copyright symbol ( © ) and year at the bottom of each page that contains the copyrighted material. Copyright symbols are not required but are highly recommended because they are often the first line of defense against copyright infringement. 

 

148. What is contained in your e-mail application's Outbox folder?

---------------------------------------------------------------------

Correct Answer(s):

 - Messages that are queued for sending

Explanation:

Outlook Express and other e-mail applications provide an Outbox folder, which contains messages that are queued for sending. This feature was designed for users with dial up accounts, allowing them to work offline and accumulate messages, then connect to the Internet for a few minutes to send all their queued messages at once, and then log off again. 

 

149. Users can access and navigate an FTP server using an FTP client program. For which action does the FTP client program use the "get" command? 

---------------------------------------------------------------------

Correct Answer(s):

 - To download a file

Explanation:

To download files, an FTP client program uses the "get" command. For instance, after a user logs on to an FTP server, he or she enters the command "get filename.ext" (without quotation marks), with the appropriate name and extension of the file to be downloaded.

 

150. To support an Internet client, you must have six elements. The first three -- a computer, an operating system and TCP/IP -- are generally acquired when you buy a computer. Which choice lists the other three elements you need to support an Internet client? 

---------------------------------------------------------------------

Correct Answer(s):

 - Client software, Internet connection and Internet address

Explanation:

Six elements are required to connect to the Internet: computer, operating system, TCP/IP, client software, Internet connection and Internet address. The first three items are generally acquired when you buy a computer. When you arrange to connect your computer to the Internet, you must install client software, implement a connection method, and identify the addresses of servers you can use. 

 

151. Using correct syntax, elements in a newsgroup name are separated by which symbol?

---------------------------------------------------------------------

Correct Answer(s):

 - A period ( . )

Explanation:

In newsgroup name syntax, a period is used to separate elements. Consider the topic comp.lang.java. This newsgroup would contain discussions about the popular computer programming language Java. The group would represent a cross-section of Java programmers who have posted messages and responses about Java. The asterisk ( * ) tells the user that more topic branches of the tree follow, for example: comp.lang.java*

 

152. Which of the following improves the speed of your browser because it allows you to view previously accessed Web pages without having to request them from the server again? 

---------------------------------------------------------------------

Correct Answer(s):

 - The browser cache

Explanation:

The browser cache is a folder on your hard drive that stores downloaded files (such as Web pages, images, fonts, etc.). The cache improves the performance (speed) of your browser because it allows you to view previously accessed Web pages without having to request them from the server again. Most Web browsers allow you to clear the cache, which frees hard drive space and removes evidence of sites you have visited. 

 

153. You want to find information about Great Danes. You visit a popular search engine and manually search through a directory tree of topics until you find a directory titled "Dogs" and a subdirectory titled "Breeds." You select the topic "Great Dane" and look through a list of indexed pages on that topic, then choose one page with which to begin your research. Which type of search index did you use? 

---------------------------------------------------------------------

Correct Answer(s):

 - Static index/site map

Explanation:

A static index/site map enables users to manually search information portals to locate indexed information. Some portals are presented as directory trees of all indexed pages. Many Web sites present site maps, which allow users to view the site contents without visiting each page. 

 

154. Which service involves allowing a trusted person at a remote location to connect to your computer and view your screen? 

---------------------------------------------------------------------

Correct Answer(s):

 - Windows Remote Assistance

Explanation:

Windows Remote Assistance involves allowing a trusted person at the remote location to connect to your computer and view your screen. This service allows a user to seek assistance from another person in a remote location. 

 

155. Which popular plug-in combined audio and video formats into one application, and was developed by the company that pioneered the streaming media format in 1995? 

---------------------------------------------------------------------

Correct Answer(s):

 - RealNetworks RealPlayer

Explanation:

RealNetworks (www.real.com) developed the streaming media format and introduced RealAudio in 1995. Soon after, RealVideo, which uses the same streaming format as RealAudio, was invented. The audio and video format features were combined in one application called RealPlayer. 

 

156. What is the main difference between a PostScript (PS)  file and an Encapsulated PostScript (EPS) file? 

---------------------------------------------------------------------

Correct Answer(s):

 - A PostScript file is used to transport graphics across applications and platforms, whereas an EPS file includes the bitmap information for the image as well. 

Explanation:

PostScript (PS) files are written in a page description language so they are unreadable, and are designed for printing on PostScript printers. Encapsulated PostScript (EPS) is a file format that you can use to import and export graphic files between operating systems and applications. Whereas a PostScript file only has the instructions that determine the display of the graphic, an EPS file actually contains the bitmap information for the graphics file. This additional data allows EPS files to display an alternative bitmap graphic for previewing. 

 

157. Which protocol is used to authenticate dial-up sessions for remote users?

---------------------------------------------------------------------

Correct Answer(s):

 - Password Authentication Protocol (PAP)

Explanation:

Password Authentication Protocol (PAP)  is used to authenticate dial-up sessions for remote users. Although user names and passwords can be encrypted, systems that use PAP to verify user identity are still vulnerable to attack because user names and passwords are static and can be determined by unauthorized users. 

 

158. Pretty Good Privacy (PGP) and Gnu Privacy Guard (GPG) are both used to encrypt:

---------------------------------------------------------------------

Correct Answer(s):

 - e-mail messages and their attachments.

Explanation:

PGP and GPG encrypt the e-mail message and its attachments. However, neither encrypts the authentication session (that is, your user name and password for signing on and for receiving and sending mail) or the e-mail's Subject field. When you use the PGP and GPG encryption tools, you should not include sensitive information in the Subject field. 

 

159. Which file format is designed to contain text and graphics, is a read-only format, can be read on any operating system, and is often provided by Web sites? 

---------------------------------------------------------------------

Correct Answer(s):

 - Portable Document Format (PDF)

Explanation:

Adobe developed the Portable Document Format (PDF), a general file format that can be created and read on any computer, regardless of the local operating system. A PDF file is generally read-only, and is often used by Web sites to offer documents that contain complex formatting and images. PDF files also support native password protection, the ability to "time out" after a certain period of time, and other features. 

 

160. Why do the executing and controlling phases of a project usually overlap?

---------------------------------------------------------------------

Correct Answer(s):

 - Because project work takes place during the executing phase: A project manager monitors the status of the project and takes corrective action as work is being performed. 

Explanation:

During the executing and controlling phases of a project, project work is performed (executed), and progress is monitored and corrective action is taken as needed (controlled). The executing phase continues as work progresses. Meanwhile, you begin the controlling phase. This phase includes coordinating project activities, detecting disruptions, taking corrective measures, troubleshooting problems, updating team members about project status and driving the project forward. Thus, during these concurrent phases, you ensure through regular monitoring that all objectives are being met. 

 

161. Which term is used to describe a computer that is responsible for storing and presenting information requested by a client application? 

---------------------------------------------------------------------

Correct Answer(s):

 - A server

Explanation:

A server is responsible for storing and presenting information. Many networks are structured using the client/server model, in which individual computers and devices, called nodes, interact with one another through a central server to which they are all connected. The client/server model divides processing and storage tasks between the client and the server. The server is more powerful than the individual computers, or clients, connected to it. In a client/server environment, client programs run on the computer nodes and interact with a server program running on the server. The client software is the interface that enables users to communicate with and request information from the server. 

 

162. Which of the following is the most effective way to spread viruses?

---------------------------------------------------------------------

Correct Answer(s):

 - By opening e-mail attachments

Explanation:

E-mail attachments have become the most effective way to spread viruses. Viruses can be transferred via e-mail attachments, program or file downloads, and disk or CD swapping. \n \n 

 

163. What are project stakeholders?

---------------------------------------------------------------------

Correct Answer(s):

 - People or groups that can exert influence over the project and affect results 

Explanation:

Stakeholders are people or groups that can exert influence over the project and affect results. Stakeholders include the project manager, the project team, the sponsors and the customers. 

 

164. In project management, an assignment is:

---------------------------------------------------------------------

Correct Answer(s):

 - the appointment of a person, department or device to a unit of work.

Explanation:

In project management, an assignment is made when a resource is given a specific task to perform. A project is a sequence of tasks that must be accomplished within a defined time frame in order to achieve a desired result. A task is a unit of work that must be accomplished during the course of a project. A resource is a person, department or device needed to accomplish a project task. 

 

165. IP addresses use a 32-bit address format that is divided into four sets of numbers. What is another term for this type of address? 

---------------------------------------------------------------------

Correct Answer(s):

 - A dotted quad

Explanation:

The IP address format is also referred to as a "dotted quad" because the series of numbers is divided into four segments, each separated by a period, or dot. The creators of the Internet recognized the need for a flexible addressing system powerful enough to accommodate the enormous number of current and future users. They decided that every device on the Internet would be given an IP address. A 32-bit address format is used, such as 12.42.192.73. A Uniform Resource Locator (URL) is a text-based name for a site that corresponds to a numerical IP address. A domain name is a text-based address for a server.

 

166. Which audio file format is inherently supported by both Netscape and Microsoft browsers?

---------------------------------------------------------------------

Correct Answer(s):

 - AU

Explanation:

Navigator and Internet Explorer include native, or built-in, support for standard audio formats such as AU, MIDI, Audio Interchange File Format (AIFF) and Waveform (WAV). AU is an audio format used by UNIX servers. Most browsers provide built-in support for AU files. Users can play sound files embedded in HTML documents using their browsers, which automatically identify and play most major formats embedded in or linked to a Web page. 

 

167. Which choice lists the systems for which the Windows Media Player is available?

---------------------------------------------------------------------

Correct Answer(s):

 - Windows and Macintosh systems

Explanation:

Windows Media Player is available for Windows and Macintosh systems.

 

168. Which protocol is the data transmission standard for the Internet, responsible for sending information from one computer to another using uniquely identifying addresses? 

---------------------------------------------------------------------

Correct Answer(s):

 - Internet Protocol (IP)

Explanation:

Internet Protocol (IP) is the data transmission standard for the Internet. It is the protocol by which data is sent from one computer to another on the Internet. Each computer on the Internet has at least one IP address that uniquely identifies it from all other computers on the Internet. When you send or receive data on the Internet (for example, when you send or receive an e-mail message or retrieve information from a Web site), the Internet gateways route the packets of information from your source address to the destination address. 

 

169. If the budget allotted for a project were suddenly cut in half, which of the following would be the most likely result? 

---------------------------------------------------------------------

Correct Answer(s):

 - The scope of the project would be decreased.

Explanation:

Three factors -- time, money and scope -- affect every project, and they form what is sometimes referred to as the project triangle. When any one of these elements is adjusted, the other two are also affected. For example, if you decrease the budget on a project, you may need to limit its scope as well. Or if you add more time to a schedule, you may be able to reduce costs by eliminating overtime expenses. 

 

170. Which term is used to describe a computer-based method of communication in which users can type and view informal messages sent to one or more recipients, and view the responses immediately? 

---------------------------------------------------------------------

Correct Answer(s):

 - Instant messaging (IM)

Explanation:

Instant messaging (IM) is a computer-based method of communication in which users can type and view messages sent to one or more recipients, and view the responses immediately. E-mail does not provide the same level of informality, nor does it allow users to view responses immediately. 

 

171. Which statement accurately describes an E3 connection?

---------------------------------------------------------------------

Correct Answer(s):

 - E3 is the European equivalent of a T3 Internet connection.

Explanation:

E-carriers are E1 and E3 lines, which are the European equivalents of T1 and T3 lines, respectively. E1 lines can transmit data at 2.048 Mbps, and E3 lines can transmit data at 34.368 Mbps.

 

172. Which protocol is used to host newsgroups and distribute mailing lists by providing text output that users can access at their convenience, and by allowing multi-person input like a conference call? 

---------------------------------------------------------------------

Correct Answer(s):

 - Network News Transfer Protocol (NNTP)

Explanation:

A news server uses the Network News Transfer Protocol (NNTP) to host newsgroups and distribute mailing lists. Like an e-mail server, a news server provides text output that users can access at their convenience. However, like a conference call, it has multi-person input, allowing users to post information in an easily accessible location. You receive e-mail from an incoming mail server using Post Office Protocol (POP) or Internet Message Access Protocol (IMAP). You send e-mail to others with an outgoing server using Simple Mail Transfer Protocol (SMTP), which is responsible solely for sending - not receiving -- e-mail messages. 

 

173. Which cookie type remains on your system after you end your browser session?

---------------------------------------------------------------------

Correct Answer(s):

 - Persistent cookie

Explanation:

A persistent cookie is stored as a file on your computer and remains there after you end your browser session. A session cookie is stored only during the current browsing session and is deleted from your computer when you close your browser. A first-party cookie comes from the Web site you are currently viewing. A third-party cookie comes from a Web site other than the one you are currently viewing. 

 

174. Which Web browser is bundled with Windows XP Professional and is installed automatically when you load the operating system? 

---------------------------------------------------------------------

Correct Answer(s):

 - Internet Explorer

Explanation:

Windows XP Professional comes with the Microsoft Internet Explorer 6.0 browser, which is automatically installed when you load the operating system. To install other browsers, you can request the installation CD from browser vendors, or even download the browsers directly from the Web. 

 

175. Virtual Network Computing (VNC) is a program that allows you to control a computer at a remote location. What distinguishes VNC from Telnet and SSH, which also provide access to remote computers? 

---------------------------------------------------------------------

Correct Answer(s):

 - Unlike Telnet and SSH, VNC provides a full GUI display so that you can see the remote system's logon environment. 

Explanation:

Virtual Network Computing (VNC) is a program that allows you to control a computer at a remote location as if you were sitting in front of it. Unlike Telnet or SSH, VNC provides a full GUI display. The VNC viewer allows users to see the remote system's logon environment. The server and the viewer do not need to be running the same operating system. 

 

176. Which choice lists the two principal methods of connecting to the Internet through an Internet Service Provider (ISP)? 

---------------------------------------------------------------------

Correct Answer(s):

 - Dial-up connection and direct connection

Explanation:

An Internet Service Provider (ISP) is an organization that provides access to the Internet. ISPs offer two principal options for connecting to the Internet: dial-up and direct. You must check with each ISP to see which connection types it offers. 

 

177. Which statement accurately compares the Ogg Vorbis (OGG) audio file format to other audio formats?

---------------------------------------------------------------------

Correct Answer(s):

 - OGG files are smaller, download faster, and sound as good as other sound file formats. 

Explanation:

Ogg Vorbis is a free alternative to the MP3 format (which is proprietary and licensed). In addition to requiring no license, the Ogg Vorbis format uses a somewhat more efficient compression algorithm. Also, the creators of this format determined that certain frequencies can be dropped (lost) without affecting sound quality. Therefore, files are smaller, download faster, and sound as good as other formats. 

 

178. Which of the following is an example of ethical Internet behavior?

---------------------------------------------------------------------

Correct Answer(s):

 - Citing information you find on the Internet that you use in your own work 

Explanation:

Using information that you find on the Web in research papers is permissible if you cite the work properly, just as you must do with material you find in a printed publication. However, plagiarizing online content (copying someone else's written work and presenting it as your own) is illegal and unethical, just as it is with printed books. Instant messaging and chat rooms make communication easy and anonymous, but you should not ask other users to divulge personal information via these sessions. Shareware is not free; you can download it for free and try it, but if you like it and intend to keep using it, you are expected to forward the indicated fee. Downloading songs and movies from the Internet or a peer-to-peer network without obtaining permission or paying a fee is an illegal use of copyrighted information; copyright laws protect original works of authorship online as well as in print. 

 

179. What does it mean to configure an e-mail client?

---------------------------------------------------------------------

Correct Answer(s):

 - You must provide the user name given by the ISP, and provide the names of the mail servers used by your ISP. 

Explanation:

To configure an e-mail client, you must provide the user name given by the ISP, and provide the names of the mail servers used by your Internet Service Provider (ISP). An e-mail client must be installed and configured before a user can send and receive e-mail. 

 

180. Which of the following would be considered an effective Internet communication when posting messages to a newsgroup? 

---------------------------------------------------------------------

Correct Answer(s):

 - A message that is pertinent, appropriate and brief

Explanation:

When sending e-mail or instant messages, or posting messages to newsgroups, be sure to create messages that are pertinent, appropriate and brief. Be certain that you have communicated your ideas clearly and concisely. Sending a lengthy message takes up other people's time, and many recipients find long messages irritating and difficult to follow. 

 

181. Which is the most important reason you should properly cite information that you obtain from an Internet search? 

---------------------------------------------------------------------

Correct Answer(s):

 - To avoid plagiarizing someone else's work

Explanation:

It is important to properly cite information that you obtain from an Internet search to avoid plagiarizing someone else's work. Plagiarism is claiming - or even appearing to claim -- someone else's work as your own. Plagiarizing information you obtain from the Internet is the same as plagiarizing someone else's printed work and could constitute copyright infringement. When using information from any medium, you must cite the source to give appropriate credit to the creator. Note that copying someone else's work and using it for your own purposes without permission may constitute copyright infringement, even if you cite the source. Always check copyright restrictions and seek permission. 

 

182. Which type of application provides efficient integration of multimedia formats with a browser or computer?

---------------------------------------------------------------------

Correct Answer(s):

 - Plug-in

Explanation:

The primary goal of a plug-in is to provide efficient integration of multimedia formats with the browser and computer. Without this integration, a user would have to download multimedia files and play them back later with a separate application. Plug-ins allow multimedia data types to execute directly from a browser, allowing immediate viewing and listening, thus enhancing your Web experience. 

 

183. Which term is used to describe a computer security program that is enabled when no keystrokes or mouse actions have occurred on the system for a specified duration? 

---------------------------------------------------------------------

Correct Answer(s):

 - A password-protected screen saver

Explanation:

A password-protected screen saver is a utility program that displays images or animation on your monitor when no keystrokes or mouse actions have occurred for a specified duration. You can use screen savers to hide your work and block access while you are away from your desk, providing a measure of security. 

 

184. Which plug-in uses a popular multimedia technology introduced in 1995 to deliver interactive games, multimedia user interfaces, video and audio, including live concerts and radio? 

---------------------------------------------------------------------

Correct Answer(s):

 - Macromedia Shockwave Player

Explanation:

Macromedia Shockwave is a group of multimedia players designed to deliver several types of multimedia, including animation, sound, graphics and streaming video. The Shockwave Player plug-in delivers interactive games, multimedia user interfaces and audio, including live concerts and radio. Since Shockwave was introduced in 1995, many sites have been designed with its multimedia capabilities. 

 

185. Which of the following search engines uses cross-referencing fields for conceptual searches, in addition to allowing keywords searches? 

---------------------------------------------------------------------

Correct Answer(s):

 - Excite

Explanation:

The Excite search engine (www.excite.com) offers a completely different way to search the Web. Like other search engines, it allows keyword searches. However, the Excite database also contains cross-referencing fields for conceptual searches. The Excite database knows that one word or phrase may have the same meaning as another, and it will return those related results as well. 

 

186. Which definition best describes a network?

---------------------------------------------------------------------

Correct Answer(s):

 - A group of computers connected so they can communicate, share resources and exchange data 

Explanation:

A network is a group of two or more computers connected so they can communicate, share resources and exchange information with one another. In a networked environment, computers are connected to a network server, which acts as the central repository of programs and data to which all users connected to the network have access. Many networks are structured using the client/server model, in which individual computers and devices, called nodes, interact with one another through a central server to which they are all connected. The client/server model divides processing and storage tasks between the client and the server. A client is a system or application on a network that requests a service from another computer (the server), and is used to access files or documents (such as a Web browser or user agent). A server is a computer in a network that manages the network resources and provides, or serves, information to clients. 

 

187. How does a LAN differ from a WAN?

---------------------------------------------------------------------

Correct Answer(s):

 - A LAN spans a confined geographic area, whereas a WAN consists of multiple LANs. 

Explanation:

A local area network (LAN) is a group of computers connected within a confined geographic area. A LAN can consist of as few as two computers, or any number up to hundreds of computers and various types of servers. LANs are commonly used for intraoffice communication. A wide area network (WAN) consists of two or more LANs that span a wide geographic area. For example, a large business may have offices in several locations across the country or around the world. Each site has its own LAN with which to share resources and data locally, but it also needs to communicate with the other sites. By connecting the LANs via public networks (such as high-speed telephone lines, leased lines such as T1 lines, or satellites), the company creates a WAN. The largest WAN is the Internet. 

 

188. What is the main advantage of using vector graphics instead of raster graphics to create animations?

---------------------------------------------------------------------

Correct Answer(s):

 - The file sizes are small, resulting in shorter download times.

Explanation:

The advantages of using vector graphics are that the files are small (resulting in shorter download time) and they are easily resized without affecting image quality. 

 

189. Internet domain names sometimes use a country-level domain, or country code, to identify the geographical region in which the Internet organization or address is based. Which address demonstrates the proper syntax for a country-level domain? 

---------------------------------------------------------------------

Correct Answer(s):

 - londontimes.co.uk
Explanation:

The address londontimes.co.uk uses correct syntax. The right-side component of a domain name categorizes domains into groups by common type (company, educational institution) or geography (country, state). These categories are called top-level domains. Geographic top-level domain names use a two-letter abbreviation to indicate states and countries. Domain names that end with country codes may feature categories or further geographical divisions before the company or organization name. For example, commercial sites in Australia all have domain names that end with .com.au, and university sites use .edu.au for their domain names. Other countries use other abbreviations. In the United Kingdom, names ending with .ac.uk are universities (ac stands for academic), and names ending in .co.uk are companies. In Canada, many names feature province abbreviations such as .on.ca or .mb.ca (for Ontario and Manitoba, respectively). Reading from right to left, you will eventually reach the organization name.

 

190. Which choice describes the file type(s) that can be attached to an e-mail message?

---------------------------------------------------------------------

Correct Answer(s):

 - Almost any type of file can be attached to e-mail messages, such as documents, spreadsheets, presentations or images. 

Explanation:

You can attach almost any type of file to an e-mail message. The ability to attach files (such as word processor documents, presentations, spreadsheets and images) to your messages makes e-mail a powerful tool, and allows users to share files and documents within their organization or with users in other organizations. 

 

191. What is the common term for the default page that appears when a browser is initially opened?

---------------------------------------------------------------------

Correct Answer(s):

 - The home page

Explanation:

When you install and open a browser, the first Web page that appears is the default browser home page. In Internet Explorer, the default home page is the MSN page. In Navigator, the default home page is the Netscape page. 

 

192. Which statement is true regarding a virus attack on your system?

---------------------------------------------------------------------

Correct Answer(s):

 - Most viruses can be halted after they commence an attack and can be removed without permanent damage to your system. 

Explanation:

Most viruses can be removed without permanent damage to your system, and most viruses can be halted even after they commence an attack. 

 

193. A firewall can perform which task?

---------------------------------------------------------------------

Correct Answer(s):

 - Prevent unauthorized access to proprietary data on an intranet

Explanation:

A firewall is a security barrier that prevents unauthorized access to or from private networks. Businesses use this combination of hardware, software and corporate policies to prevent Internet users outside the business from accessing proprietary data on the business's networks that are connected to the Internet, as well as on private intranets. 

 

194. Which is the best method you can use to send a word-processor document to another person via e-mail?

---------------------------------------------------------------------

Correct Answer(s):

 - Attach the document to the e-mail message as a file attachment.

Explanation:

Attachments are separate files that you add to e-mail messages. When you receive a message that includes an attachment, an attachment icon displays to the left of the message subject in your Inbox. You can download and read the attachment, save the attachment to your hard drive or other storage location, or delete it. 

 

195. Which protocol do e-mail programs use to identify the file types of attached files?

---------------------------------------------------------------------

Correct Answer(s):

 - MIME

Explanation:

E-mail clients use the Multipurpose Internet Mail Extensions (MIME) protocol to identify attached files by their file types. 

 

196. Users can access and navigate an FTP server using an FTP client program. For which action does the FTP client program use the "put" command? 

---------------------------------------------------------------------

Correct Answer(s):

 - To upload a file

Explanation:

To upload files, an FTP client uses the "put" command. For instance, after a user logs on to an FTP server, he or she enters the command "put filename.ext" (without quotation marks), with the appropriate name and extension of the file to be uploaded.

 

197. A cookie is a text file that is placed on a Web site visitor's computer. Cookies allow a Web site manager to: 

---------------------------------------------------------------------

Correct Answer(s):

 - customize the site to the site visitor's Web browsing preferences.

Explanation:

Cookies are small text files placed on Web site visitors' computers so Web site managers can customize their sites to their visitors' preferences. For example, a cookie might be used to store information about your actions, such as the options you clicked on the Web page. Cookies are sent to the client the moment a visitor accesses a Web site, and are usually used for identification. Cookies are connected to a database entry on the server site. These cookies enable the issuing cookie authority to customize distribution of its Web content to the visitor's operating system and browser. 

 

198. What do encryption applications do to render text unreadable?

---------------------------------------------------------------------

Correct Answer(s):

 - Scramble text using mathematical algorithms

Explanation:

Encryption applications dramatically reduce the risk of information theft by scrambling the information using mathematical algorithms. Encrypted data is referred to as ciphertext; unencrypted data is referred to as cleartext or plaintext. 

 

199. Microsoft Outlook, Lotus Organizer, CorelCENTRAL, ACT! and Aethera are all examples of:

---------------------------------------------------------------------

Correct Answer(s):

 - Personal Information Management (PIM) programs.

Explanation:

Microsoft Outlook, Lotus Organizer, CorelCENTRAL and ACT! are all examples of personal information management (PIM) programs. You can also find freeware versions of PIM software on the Web, but not all versions are stable. Aethera is a freeware PIM package that will run on UNIX, Windows Me and Windows XP operating systems. You can use a PIM program to schedule appointments and meetings, store contact information, and manage tasks. Personal Digital Assistants (PDAs) are small, handheld computers that were originally designed for storing contact information, taking notes and keeping track of appointments. Modern PDAs can perform complex calculations, play games, download music, browse the Web and check e mail. PDAs come in handheld and palm-sized versions. All PDAs include some kind of PIM software for performing PIM tasks. Wireless Application Protocol (WAP) provides text-based Web browsing and secure e-mail services to wireless handheld devices. WAP-enabled devices use Wireless Markup Language (WML) to present Web pages. 

 

200. If you click a hyperlink, your browser will:

---------------------------------------------------------------------

Correct Answer(s):

 - display a new Web page or another area on the same page.

Explanation:

Although you can specify a URL for every page that you want to visit on the Internet, it is easier and faster to click hyperlinks on Web pages to visit other pages, or other areas on the same page. 

 

201. Which protocol is used to send Web pages from a Web server to a Web browser?

---------------------------------------------------------------------

Correct Answer(s):

 - Hypertext Transfer Protocol (HTTP)

Explanation:

Hypertext Transfer Protocol (HTTP) is the protocol used to transfer Web pages from a Web server to a Web client, usually a Web browser. Specifically, HTTP is the set of rules required to exchange files, such as text, images, video and multimedia content, across the Web. HTML is the language used to create Web pages. FTP is used to transport large files of various types. POP3 transports e-mail messages. 

 

202. Which of the following would you enter in a search engine to locate Web pages containing information about a topic? 

---------------------------------------------------------------------

Correct Answer(s):

 - A keyword

Explanation:

A keyword is a word that appears on a Web page and is used by search engines to identify relevant URLs.

 

203. Which of the following search engines was the first to determine a site's relevance based upon the number of links that point to it, in addition to ranking its relevance according to keywords you enter? 

---------------------------------------------------------------------

Correct Answer(s):

 - Google

Explanation:

Essentially, Google determines a site's popularity according to the number of other sites that link to it. Like other sites, Google's Web search engine is designed to rank the relevance of a particular site according to the keywords entered by the user. However, Google's system also uses this additional technique. 

 

204. Which choice best describes the purpose of the Bcc e-mail message component?

---------------------------------------------------------------------

Correct Answer(s):

 - The Bcc field contains e-mail address(es) of additional message recipient(s) that do not appear in the message header and are not visible to other recipients. 

Explanation:

The Bcc (blind carbon copy) field contains the e-mail address(es) of additional recipient(s) to whom you want to send the message, but the address(es) you enter here are not displayed in the e-mail message header. Recipients designated in the To and Cc fields will not be able to see recipients you specified in the Bcc field. 

 

205. Which of the following is protected by copyright?

---------------------------------------------------------------------

Correct Answer(s):

 - The lessons explaining DNA concepts on the www.DNAftb.org Web site

Explanation:

Copyright laws protect original works of authorship that are fixed in a tangible medium of expression. According to copyright law, the basic elements are expression and originality. Concepts, facts and general representations are considered public domain and thus not protected by copyright; however, any author's or artist's original expression of a concept is protected. If you want to license someone else's copyright-protected material, you must contact the copyright owner and ask for permission. If you are granted permission to license copyrighted work, the copyright holder dictates the terms of use. A trademark is any word, slogan, symbol, name, package design or device (or any combination thereof) that marks and distinguishes a product from other products in trade. For instance, AltaVista and Rolls Royce are both trademarks. Trademarks are protected worldwide by participating WIPO countries. 

 

206. In which database table relationship type is a junction table a necessary component?

---------------------------------------------------------------------

Correct Answer(s):

 - A many-to-many relationship

Explanation:

A many-to-many relationship between two tables is established by creating two one-to-many relationships with a third table, called a junction table. A many-to-many relationship is a database table relationship in which one record in Table A can relate to many matching records in table B, and vice versa. 

 

207. For which type of server -- used by your e-mail client -- is it especially important that you archive e-mail messages to your local hard drive? 

---------------------------------------------------------------------

Correct Answer(s):

 - IMAP server

Explanation:

Having local access to e-mail messages may be especially important for those who use IMAP servers. If a network problem occurs, IMAP server users may not have access to messages for a while unless messages are archived locally. Remember that IMAP servers do not download messages to your computer automatically. The messages are stored, read and managed on the server unless you choose to download them. People who use IMAP servers should download their messages so that they have backup copies of important information stored on their computers. 

 

208. Viewers are scaled-down versions of applications and usually do not have the full application's functionality. Which choice describes tasks you can generally perform using a viewer? 

---------------------------------------------------------------------

Correct Answer(s):

 - You can generally view and print documents, but not edit them.

Explanation:

Viewers generally allow the user to view and print documents, but not edit them. Viewers are scaled-down versions of applications and are usually available free of charge. Viewers do not have the full application's range of functionality. 

 

209. The Flash Player allows browsers to play Flash movies, which are animations created using vector graphics. What are vector graphics? 

---------------------------------------------------------------------

Correct Answer(s):

 - Mathematical shapes saved as a sequence of vector statements, which describe a series of points to be connected 

Explanation:

Macromedia Flash authoring software allows you to create animation using vector graphics, which are essentially mathematical shapes. A vector graphic is saved as a sequence of vector statements, which describe a series of points to be connected. Other graphic types such as GIFs and JPEGs are raster graphics, which are images that map bits directly to a display space ( i.e., a grid of x and y coordinates on a display space). Raster graphics are pixel-based, and as such are much larger files than vector graphics.

 

210. You want to send an e-mail message you received to another user who did not receive the original message. Which is the best way to do this? 

---------------------------------------------------------------------

Correct Answer(s):

 - Forward the message.

Explanation:

If you want to send an e-mail message to a user who did not receive the original, click the Forward button. The Forward command displays a message window with a copy of the original message. The original subject line is automatically inserted and the subject line is prefaced by the letters FW: or FWD: indicating that this message is a forwarded copy of someone else's message. 

 

 

211. Six elements are required to connect to the Internet. Which one of the six required elements can be satisfied by any of several examples including PC, WebTV, mobile phone, Internet phone or handheld device? 

---------------------------------------------------------------------

Correct Answer(s):

 - Computer

Explanation:

Six elements are required to connect to the Internet: computer (PC, WebTV, mobile phone, Internet phone or handheld device), operating system (Windows XP Professional, Linux/UNIX, Macintosh, etc.), TCP/IP (protocol software used to communicate with the Internet), client software (Web browser, e-mail or news client program), Internet connection (dial-up or direct connection to an Internet Service Provider [ISP]), and Internet address (Web address, e-mail address or server address). The first three items are generally acquired when you buy a computer. When you arrange to connect your computer to the Internet, you must install client software, implement a connection method, and identify the addresses of servers you can use. 

 

212. Because file attachments may contain malicious code that can be used to damage or infiltrate systems, your company routinely scans all file attachments in incoming e-mail. Where does attachment scanning take place? 

---------------------------------------------------------------------

Correct Answer(s):

 - At the server, usually just after the message has been received via SMTP 

Explanation:

Your organization's e-mail server may scan or even block e-mail attachments. Attachment scanning always takes place at the server, usually just after the message has been received via SMTP. Attachments are scanned because they may contain malicious code that can be used to damage or infiltrate systems. 

 

213. Which operator would you use in a Web search to find a multi-word phrase with the words in a specified order? 

---------------------------------------------------------------------

Correct Answer(s):

 - Quotation marks  " "

Explanation:

You can specify a search string by using quotation marks to combine words that must appear together in the specified order. Because results are restricted to exact matches, using quotation marks will treat "information technology" as a single phrase and you will receive only hyperlinks to Web pages that contain both words in that order. 

 

214. A Uniform Resource Locator (URL) is an Internet address that performs which task?

---------------------------------------------------------------------

Correct Answer(s):

 - Identifies the method by which an Internet resource is accessed

Explanation:

Web addresses are called Uniform Resource Locators (URLs). A URL is a text string that specifies an Internet address and the method by which the address can be accessed. 

 

215. Which type of URL includes a path that penetrates the folder structure of a Web site?

---------------------------------------------------------------------

Correct Answer(s):

 - Deep URL

Explanation:

A URL that goes deeper into a Web site than the home page, such as www.CIWcertified.com/jobroles/aboutCIW.asp, is called a deep URL because it includes a path that penetrates the folder structure of the Web site. URLs can go many layers into a Web site's folder structure to point to a specific resource (such as an HTML page, a PDF document or an executable file). 

 

216. The <meta> tag can be used in Web pages for which purpose?

---------------------------------------------------------------------

Correct Answer(s):

 - Providing search engines with a description of the Web site

Explanation:

The <meta> tag is an HTML element used in a Web page to embed information for use by search engines. The <meta> tag includes information about a document, such as keywords to be used by some search engines, a description of the site's content for display in some search engines, an expiration date for the document, and the document's author. The <meta> tag information is placed near the top of the HTML document so search engines can quickly access it. The more descriptive the information included in the <meta> tag, the more likely the site is to rank high in search results. 

 

217. Which type of URL gives an abbreviated path to a resource using the current page as a starting position?

---------------------------------------------------------------------

Correct Answer(s):

 - Relative URL

Explanation:

A relative URL gives a path to a resource using the current page as an origin. In a relative URL, the system root is implied but not specified. A relative URL is also known as an abbreviated URL, and it is always referenced from within the page currently loaded into the Web browser. The URL /jobroles/aboutCIW.asp (without the preceding domain portion) is an example of a relative URL. The system root is implied by the slash ( / ) that begins the URL. 

 

218. Which choice lists security-related ethical and legal issues that IT professionals face?

---------------------------------------------------------------------

Correct Answer(s):

 - Privacy concerns, copyright and trademark issues, and encryption policies 

Explanation:

Security-related ethical and legal issues that IT professionals face include privacy concerns, copyright issues, licensing issues, trademark issues and encryption policies. The main function of IT professionals in any organization is to provide network and Internet-related services, and to protect system resources from unauthorized entry, malicious attackers and malware. IT professionals are also faced with ethical and legal issues related to the security of network and individual computer use by employees. In addition, the Internet has brought about new challenges to copyright, trademark and licensing law enforcement. Because the Internet spans numerous countries and each government has its own set of rules, new enforcement techniques must be applied. 

 

219. What is the main benefit of using Rich Text Format (RTF)?

---------------------------------------------------------------------

Correct Answer(s):

 - RTF can deliver fairly rich, portable files without the need to obtain a separate application. 

Explanation:

Rich Text Format (RTF) can deliver fairly rich, portable files without the need to obtain a separate application. However, RTF files can quickly become very large and, therefore less useful, unless compressed using an application such as zip or gzip. 

 

220. Two versions of Telnet exist: standard Telnet and Microsoft Telnet. Which statement is true regarding standard Telnet? 

---------------------------------------------------------------------

Correct Answer(s):

 - Standard Telnet is universal, but it encrypts neither data transmissions nor the authentication sequence. 

Explanation:

Standard Telnet is universal but it does not encrypt data transmissions, nor does it encrypt the authentication sequence. Standard Telnet is supported by various vendors and distributors such as Microsoft, Red Hat, Sun Solaris and FreeBSD. Standard Telnet uses a server that listens on TCP port 23. 

 

221. With which prefix does a Web page's Uniform Resource Locator (URL) begin?

---------------------------------------------------------------------

Correct Answer(s):

 - http://

Explanation:

The components of a typical URL include the protocol, the Internet resource (server or host name) and the domain name. In a URL, the protocol component identifies the Internet protocol used to send information from the server to a user's computer, and thus indicates both the type of server and Internet service being used. HTTP is used to transfer Web pages and other information over the World Wide Web. 

 

222. Which term is used to describe a password-protected, encrypted data file that verifies the identity of the sender of a message? 

---------------------------------------------------------------------

Correct Answer(s):

 - Digital certificate

Explanation:

A digital certificate is a password-protected, encrypted data file that verifies the identity of the sender of a message. 

 

223. Newsgroups have a standard tree structure in which each branch leads the user to more focused information. Using correct syntax, which symbol in a newsgroup name indicates that more branches of the tree follow? 

---------------------------------------------------------------------

Correct Answer(s):

 - An asterisk ( * )

Explanation:

The asterisk ( * ) tells the user that more topic branches of the tree follow. Consider the topic comp.lang.java*. This newsgroup would contain discussions about the popular programming language Java. The group would represent a cross-section of Java programmers who have posted messages and responses about Java. In newsgroup name syntax, a period is used to separate elements 

 

224. A plug-in is useful for:

---------------------------------------------------------------------

Correct Answer(s):

 - extending a browser's capabilities.

Explanation:

Plug-ins, also called players, extend the capabilities of Web browsers. As browsers have evolved, features that enhance their functionality have been included to support a large range of objects. Users can access the active content directly from the browser with plug-ins, such as Apple QuickTime and Macromedia Shockwave and Flash players. 

 

225. When would be the most appropriate time to discontinue an e-mail thread?

---------------------------------------------------------------------

Correct Answer(s):

 - When new issues pertaining to a topic arise and a lengthy thread already exists 

Explanation:

If new issues pertaining to the task at hand arise, consider beginning a new e-mail thread that will address only the new issues. Messages that become too long can be tiresome to read. However, including an e-mail thread in a continuing discussion reminds the recipients of all the previous details, and provides a record or history of an issue. Some issues may take weeks to resolve, and having a full thread of discussion may be helpful. 

 

226. Which IT job role best describes an individual who is responsible for managing the maintenance and security of an organization's data? 

---------------------------------------------------------------------

Correct Answer(s):

 - Database administrator

Explanation:

Database administrators are responsible for the maintenance and security of an organization's database resources and data. Database administrators develop and implement database maintenance plans to check the integrity of the data, manage the physical resources necessary to store and manipulate the data, administer and enforce data usage standards, and audit database systems to maintain system performance. 

 

227. In many cases, project teams are created and developed with people who have different perspectives and priorities. Why is it important for a project manager to have the ability to develop and manage teams? 

---------------------------------------------------------------------

Correct Answer(s):

 - To help team members complete the project schedule within the project constraints 

Explanation:

Project teams can (and often do) consist of individuals from different departments. Each person offers a different perspective and perhaps a different set of priorities. As the project manager, you will be responsible for satisfying these disparate priorities so that the project schedule can be completed within the project constraints. 

 

228. A relational database record can best be described as:

---------------------------------------------------------------------

Correct Answer(s):

 - a collection of information consisting of one or more related fields about a specific entity. 

Explanation:

A database record is a collection of information consisting of one or more related fields about a specific entity, such as a person, product or event. 

 

229. A many-to-many database table relationship can best be described as a table relationship in which:

---------------------------------------------------------------------

Correct Answer(s):

 - one record in Table A can relate to many matching records in Table B, and vice versa. 

Explanation:

A many-to-many relationship is a database table relationship in which one record in Table A can relate to many matching records in table B, and vice versa. 

 

230. In an Ethernet network, all data travels across the network and between computers in which form or unit?

---------------------------------------------------------------------

Correct Answer(s):

 - Packets

Explanation:

A packet is data processed by protocols so it can be sent across an Ethernet network. Routers are used to direct traveling data to the correct destination. E-mail is one of many Internet services for transporting data from one computer to another. 

 

231. What is a project constraint?

---------------------------------------------------------------------

Correct Answer(s):

 - A factor, such as budget or time, that limits a project manager's options 

Explanation:

Constraints are factors that limit a project manager's options. Generally, a constraint is a restriction. A project may be constrained by a fixed budget or a deadline. One task may need to end by a specific date so another task that is reliant on the first task can begin. 

 

232. You are a network administrator for your company. When establishing the company encryption policies, you must determine the risk of sending unencrypted data based on the nature of the data and its risk to the company if obtained by unauthorized users. Much of the data your company sends is proprietary and sensitive in nature, so you determine that encrypting company transmissions is critical. What is the disadvantage of your decision to encrypt company transmissions? 

---------------------------------------------------------------------

Correct Answer(s):

 - Encrypting transmissions slows communication because each data packet must be encrypted and decrypted. 

Explanation:

Encrypting data slows data communication because each packet of data must be encrypted and decrypted. When establishing company encryption policies, network administrators must determine the risk of sending unencrypted data based on the nature of the data and its risk to the company if it were obtained by unauthorized users. If the data is proprietary or sensitive in nature, then encrypting transmissions becomes critical. If not, network administrators need not encrypt their transmissions. Many businesses encrypt network transmissions in order to protect data, prevent data from being intercepted by malicious outsiders, deter hackers, respond to customer or competitor pressure for increased security, comply with government requirements regulating the security of Internet data transmissions. 

 

233. Which U.S. government agency first funded the development of the Internet?

---------------------------------------------------------------------

Correct Answer(s):

 - The Department of Defense

Explanation:

The Internet was formed in 1969 when the U.S. Department of Defense's Advanced Research Projects Agency (ARPA) funded what would become the first global computer network, the Advanced Research Projects Agency Network (ARPANET). 

 

234. As an IT professional for a small company, you are responsible for changing network-access user names and passwords as a security precaution. What should you do to prevent employee frustration or confusion when they try to log on to the network after you have changed user names and passwords? 

---------------------------------------------------------------------

Correct Answer(s):

 - Notify employees in advance of the new user names and passwords, and specify the date on which the new user names and passwords will take effect. 

Explanation:

As an IT professional, you must notify employees in advance of changes, when appropriate: specify the date on which the new user names and passwords will take effect, and give employees instructions regarding the new user names and passwords. Periodically changing user names and passwords for network access as a security precaution is a common IT task. If employees are unaware of or unprepared for the change, they may become frustrated and confused when they try to log on to the network and are denied access. Sending reminders and giving employees instructions in advance will increase their comfort level with the change. 

 

235. In which project management phase should you complete a Statement Of Work (SOW)?

---------------------------------------------------------------------

Correct Answer(s):

 - The initiating phase

Explanation:

At the end of the initiating phase, you should complete a Statement Of Work (SOW) before you proceed to the next phase. The SOW outlines the requirements for each project task to ensure that the project objectives are met. The SOW should contain clearly defined goals and an agreed-upon plan to achieve them. 

 

236. What is an Internet Service Provider (ISP)?

---------------------------------------------------------------------

Correct Answer(s):

 - An organization that maintains a gateway to the Internet and rents access to it 

Explanation:

An Internet Service Provider (ISP) is an organization that maintains a gateway to the Internet and rents access to customers on a per-use or subscription basis. An ISP provides access to the Internet, such as America Online (AOL) ( www.aol.com), Microsoft Network (MSN) (www.msn.com) and many others. Many ISPs offer other online services in addition to Internet access and e-mail. 

 

237. What is a node?

---------------------------------------------------------------------

Correct Answer(s):

 - Any entity or addressable device on a network that can be managed

Explanation:

A node is any entity on a network that can be managed, such as a system, repeater, router, gateway or firewall. It is a computer or other addressable device attached to a network, and also known as a host. Many networks are structured using the client/server model, in which individual computers and devices, called nodes, interact with one another through a central server to which they are all connected. The client/server model divides processing and storage tasks between the client and the server. A client is a system or application on a network that requests a service from another computer (the server), and is used to access files or documents (such as a Web browser or user agent). A server is a computer in a network that manages the network resources and provides, or serves, information to clients. A database is an organized repository of data that can be queried and searched by users. 

 

238. Which protocol is required for computers to communicate with each other over the Internet?

---------------------------------------------------------------------

Correct Answer(s):

 - TCP/IP

Explanation:

Every computer connected to the Internet uses a protocol called Transmission Control Protocol/Internet Protocol (TCP/IP), which enables computers to communicate with one another. TCP enables two computers to establish a communication link and exchange packets of data; IP specifies the format and addressing scheme of the packets. Dissimilar systems can then communicate and exchange data provided that both use TCP/IP. 

 

239. Of the six elements required to connect to the Internet, which is often supplied by an Internet Service Provider (ISP)? 

---------------------------------------------------------------------

Correct Answer(s):

 - Internet connection

Explanation:

Six elements are required to connect to the Internet: computer (PC, WebTV, mobile phone, Internet phone or handheld device), operating system (Windows XP Professional, Linux/UNIX, Macintosh, etc.), TCP/IP (protocol software used to communicate with the Internet), client software (Web browser, e-mail or news client program), Internet connection (dial-up or direct connection to an Internet Service Provider [ISP]), and Internet address (Web address, e-mail address or server address). The first three items are generally acquired when you buy a computer. When you arrange to connect your computer to the Internet, you must install client software, implement a connection method, and identify the addresses of servers you can use. 

 

240. One way that a project manager can ensure the delivery of a quality product is to adhere to ISO 9000 standards. What is ISO 9000? 

---------------------------------------------------------------------

Correct Answer(s):

 - ISO 9000 details recommended steps for producing products and services using a quality-management system that maximizes time, money and resources. 

Explanation:

The International Organization for Standardization (ISO) offers a family of management system standards called ISO 9000. ISO 9000 details the steps recommended to produce high-quality products and services using a quality-management system that maximizes time, money and resources. ISO 9000 outlines a systematic approach to managing business processes so that they consistently deliver high-quality products. 

